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Abstract. Nowadays, the interaction between systems is absolutely essential to
achieve business continuity. There is a need to exchange and share services and
resources. Unfortunately, this does not come without security problems. The organi-
zations (companies, enterprizes, etc.) have to manage accesses to their services and
resources by external opponents. 020 is a formal approach we suggest in this paper
to deal with access control in an interoperability context. It is based on two main
conceptsVirtual Private Organizatior(VPO) and Role Single-Sign On (RSS0O). A

VPO enables any organization undertaking an inter-operation with other organiza-
tions to keep control over the ressources accessed during the interoperability phases.
The RSSO principle allows a given subject to keep the same role when accessing to
another organization but with privileges defined in the VPO. Thus, using O20, each
organization can define and enforce its own secure interoperability policy. 020 is
integrated in the OrBAC model (Organization based access control).
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1 Introduction

Current information systems are more and more distributed and require more interactions
with external components or services. Classical client/server architecture is no longer
adapted to manage these systems when several organizations have to exchange informa-
tion or provide service interoperability. For this purpose, the conceptrafal Organi-
zation(VO) has been suggested [13,18]. A VO is created by several organizations and is
formed with some users, services or resources from the different organizations.

To interact securely in a VO, each organization has to define its security policy and
every interaction must be compliant with the policies of organizations involved in the in-
teraction. Classical security models such as the RBAC model [19] are not suited to model
these requirements. They only apply to centralized management of security in which some
servers implement their security policy to control the access of some clients. However, in a
VO, each principal wants to have some guarantee that information provided to other prin-
cipals are processed securely. Thus, every principal implements its own policy and the



interaction will only take place if it does not violate their policy. Access control models
have to be adapted to manage such symmetric behavior.

In this paper, we suggest a new approach called O2Q0Qfganization to Organiza-
tion) to manage interoperability between components having their own policies defined
by different organizations. To explain the basic principals of O20, let us consider that a
given organizatiorhlice.org wants to interoperate with another organizatiab.org. In
this case, each organization has to defindrtual Private organization\VPO) respec-
tively calledAlice2Bob (A2B for short) andBob2Alice (B2A for short). The VPQA2B is
associated with a security policy that manages how subjects from organizsitieorg
may have an access to organizatRuh.org. We say that the VP@2B manages thiater-
operability security policy fromAlice.org to Bob.org. The VPOB2A is similarly defined
to control accesses of subjects fr@wb.org to Alice.org. Hence, a VPO is a dynamic or-
ganization created to achieve a given purpose of interoperability and disappears once this
purpose in no more needed. VPO is the basic concept used to enforce our 020 approach.

020 is formally defined as an extension of the OrBAC model [1,8]. The concept of
organization is central in this model. In OrBAC, each organization can define its own
security policy which does not directly apply to concrete subjects, actions and objects.
Instead, the policy is defined using the organizational concepts of role, activity and view
which are respectively abstractions of subject, action and object (this is further detailed in
section 3 below). The concrete policy that applies to subjects, actions and objects is then
derived from the organizational policy specification.

We suggest extending the OrBAC model so that an organization can also define in-
teroperability security policies with other organizations using O20. One advantage of the
approach is that a given subject who is assigned to a given role in an organixation
keep his or her role when accessing to another organizatlrt possibly with different
privileges as defined in the interoperability policyA#fB. By analogy with Single-Sign
On used for identity management, we call this principle RSSO for Role Single-Sign On.
For instance, let us assume that a given subject is assigned tphgsieian in a given
hospitalA. Then, when this subject attempts to have an access to another hBstiial
subject is assigned to rofghysician, not in hospitalB, but in the VPOA2B. By doing
S0, this subject can keep his or her role but possibly with different privileges than other
subjects that are directly assigned to rplgsician in B. Notice that privileges of role
physician in the virtual private organization2B are also generally different from those of
role physician in organizatiorA.

The remainder of this paper is organized as follows. Section 2 further motivates our
approach and compares it with other proposals. Section 3 gives an overview of the Or-
BAC model. Section 4 defines the confinement principle. We argue that this principle must
be enforced so that secure interactions between organizations may take place. Section 5
presents our O20 approach and shows how it is used to manage security in a virtual or-
ganization. We formally define inter-organization compatibility in section 6 which makes
it easy interactions between organizations that need to interoperate. Section 7 shows how
our 020 model applies to manage security of a Virtual Organization. Finally, section 8
concludes the paper.



2 Motivation

Federation of identity currently facilitates the subject’s authentication through the Inter-
net. For example, using Liberty Alliance [4], some subject has not to repeatedly identify
himself or herself with a new password each time he or she wants to have an access to
a service managed by a different organization. Hence, this subject only manages a sin-
gle password (single-sign on [15]) and then, through certificate exchanges, he or she can
access to other organizations that belong to the Alliance without the halting delays of
redundant entry.

However, at first glance, except the real advantage that the authentication is done once
for all, this process is not fully satisfactory as it is based on a high level consideration
of Alliance membership. Hence, & andB are two members of the alliance then (1) all
authenticated subjects Bfwill have the same set of rights when accessing &nd (2)
the access control is not fine grained as it is based on some characteristics shared by all
B’'s subjects visa-vis ofA. For instance, let us consider a subjastin who is assigned to
role customer into a first organizatio® and that another organizati@gives a special
discount to the customers of organizatidbnOnceJohn is logged in organization, if
bothA andB are members of Liberty Alliance, théwill trust in the certificate delivered
by the Alliance that says thabhn comes from organizatioA. However, this certificate
does not guarantee thathn is assigned to roleustomer in organizationA.

This need for finer grained dynamic access control has been identified by Liberty Al-
liance and is included in the SAML 2.0 specification. The solution is based on exchange
of credentialg[12]. A credential contains attribute information used to establish trust be-
tween two partie\ andB. Traditionally, the credential is sent as a whole. In this way,
though not necessary, all information contained in the credential is disclosed. To avoid
this disclosure, the other drastic measure is to reveal nothing about the information con-
tained in the credential. In these traditional approaches, interaction between some parties
A andB belonging to some Alliance can fail though for bothand B the amount of
information that has to be disclosed is acceptable.

Some works have been done to manage a more subtle access control policy to the
information contained in the credentials and to define classes of negotiation strategies
to control disclosure of credentials during the interaction. TrustBuilder [10,22] provides
a set of language-independent protocols that ensures the interoperability of the negoti-
ation strategies. During a negotiation, a local security agent uses a negotiation strategy
to determine which local resources to disclose next and to accept new disclosure from
other participants. Trust-X [3] also supports different strategies for trust negotiations to
determine the order in which credentials should be disclosed.

Besides the definition of negotiation strategies, we also need high level languages
to enable parties who intend to inter-operate to specify authorization requirements that
must be met to access to all or part of the information contained in the credential. An
example of such a language is presented in the work by J. Li, N. Li and W. Winsborough
[11]. Though this language that defines security policies based on credential are inspired
by the well known access control model RBAC, it is not free of ambiguity. There is no
clear separation between the security policy specification and credential that are used



to implement this policy. A similar comment applies to other approaches such as the
Dynamic Coalition-Based Access Control (DCBAC) model [21].

Moreover, as we said in the introduction, the use of RBAC as access control model is
not judicious. As a matter of fact, the role approach leads to a more fine grained access
control to attribute information transmitted in the credential than the Liberty Alliance or
Micro Passport [14] access control do. But the interoperability enabled by such a role
approach is static; all the roles needed for this interaction must be anticipated and have to
be defined in advance.

We actually need approaches that allow organizations to specify more dynamic ac-
cess control policies. This is typically the case when several organizations interoperate
through a Virtual Organization. Grid computing is especially concerned with the sharing
and coordinated use of resources in such distributed VOs [9]. In a VO, one must guar-
antee interoperability of diverse local mechanisms, support dynamic creation of services
and enable dynamic creation of trust domains. For instance, the CAS server [16] allows
VOs to express policies and communicates these policies to various local organizations
involved in the VO. Thus, CAS implicitly assumes a centralized administration of the VO
security policy and does not answer the following questions [17]: (1) Who is in charge of
defining the security policy associated with the VO, (2) Who is responsible for adminis-
trating this security policy?

Since there are several organizations involved in the VO having possibly conflicting
interests, it is not easy to answer these two questions if we assume a centralized adminis-
tration of the VO security policy. This is why we argue for a decentralized administration
of the VO and we suggest our O20 approach whose objectives are the following:

— In 020, each organization involved in a VO is responsible for controlling interoper-
ability with other organizations through the definition and administration of a Virtual
Private Organization (VPO). VPO provides a fully decentralized administration of a
VO.

— In a VPO, it is not necessary to define new roles. When accessing to another orga-
nization, a given subject can keep the same role as in its own organization, but the
VPO will define the security policy associated with this role in this other organization.
Thus, in some sense, VPO generalizes the concept of single sign on already defined
for subject identity taole identity. This is why we call this principle RSSO (Role
Single-Sign On).

— Ina VPO, itis possible to specify dynamic and fine grained access control. In particu-
lar, theorganizationconcept as it is defined in the OrBAC model bringsdiyaamical
dimension through our O20 approach.

— Our 020 model clearly separates the security policy specification from its implemen-
tation. In this paper, we only present the policy specification part of our model. We do
not address its implementation through trust negotiation by exchange of credentials.

3 Outline of the OrBAC model

Since 020 is actually defined as an extension of the OrBAC model, we first briefly present
the basic principles of OrBAC.



The concept obrganizationis central in OrBAC. Intuitively, an organization is any
entity that is responsible for managing a security policy. Each organization can use Or-
BAC to specify its own security policy at th@ganizationallevel, that is abstractly from
the implementation of this policy. Thus, instead of modelling the policy by using the
concrete and implementation-related concepts of subject, action and object, the OrBAC
model suggests reasoning with the roles that subjects, actions or objects are assigned in
the organization. The role of a subject is simply calledla as in the RBAC model. On
the other hand, the role of an action is calledaativity whereas the role of an object is
called aview.

Each organization can then define security rules which specify that some roles are per-
mitted or prohibited to carry out some activities on some views. These security rules do
not apply statically but their activation may depend on contextual conditions. For this pur-
pose, the concept afontextis explicitly introduced in OrBAC. Thus, using a formalism
based on first order logic, security rules are modelled using a 6-places predicate:

— security_rule(type, org, role, activity, view, context) wheretype belongs to{permission,
prohibition}.

For instance, the following security rule:

— security_rule(permission, a_hosp, nurse, consult, medical_record, urgency) means that,
in organizatiora_hosp, a nurse is permitted to consult a medical record in the context
of urgency.

The organizational policy is then used to automatically derive concrete configurations
of PEP’s (Policy Enforcement Point, see the AAA architecture). For this purpose, we need
to assign to subjects, actions and objects, the roles they are assigned in the organization.
In the OrBAC model, this is modelled using the following 3-places predicates:

— empower(org, subject, role): means that in organizatiang, subject is empowered in
role.

— consider(org, action, activity): means that in organizatiang, action is considered an
implementation octivity.

— use(org, object, view): means that in organizatiang, object is used inview.

For instance, the faeimpower(a_hosp,john,physician) means that organizatienhosp
empowergohn in role physician.

Notice that, instead of enumerating facts corresponding to instances of preghicate
power, it is also possible to specifple definitionswvhich correspond to logical conditions
that, when satisfied, are used to derive that some subjects are automatically empowered in
the role associated with the role definition. Role definition may be viewed as an extension
of the Attribute-Based User-Role assignment suggested in [2]. For instance, a bookshop
bs may consider that a subject is empowered in talie_customer if this subject is em-
powered in rolecustomer and if he or she has been a customer for more than ten years.
This is modelled by the following role definition:



— empower(bs, X, gold_customer) :-
empower(bs, X, customer), membership(bs,X,Y), Y >= 10.

Activity and view definitions are similarly used to automatically manage assignment
of action to activity and object to view. Role definition (resp. activity and view definition)
are used in our O20 approach for managing federations of roles (resp. activity and view)
as specified in interoperability security policy (see section 5).

Regarding context, we have also to define logical conditions to characterize when
contexts are active. In the OrBAC model, this is represented by logical rules that derive
the following predicate:

— hold(org, subject, action, object, context); means that in organizatiamg, subject per-
formsaction on object in contextcontext.

Using the model, one can then derive concrete privileges that apply to subject, action
and object from organizational security rules. This corresponds to the following general
principle of derivation:

— concrete_privilege(Type,S,Act,Obj) :-
security_rule(Org, Type,R,A,V,Cxt),
empower(Org,S,R) use(Org,0Obj,V), consider(Org,Act,A),
hold(Org,S,Act,Obj,Cxt).

that is a subjecs has a concrete privilege of tyfigpe to perform an actiorct on object
O if (1) organizationOrg assigns to rol® a security rule of typ@ype to perform activity
A on viewV in contextCxt and (2) ifOrg empowers subje@ in role R and (3)Org uses
objectO in view V and (4)Org considers that actiofict implements the activitp and (5)
in Org, the contexCxt is active when subje@ is performing actiorAct on objectOb;.

This general principle of derivation of concrete privileges from organizational autho-
rizations is used to automatically generate concrete configurations (see [5] for further
details in the case of network security policies). We actually restrict our model to be
compatible with a stratified Datalog program [20], so that derivation in our model is com-
putable in polynomial time.

4 Confinement principle

Since OrBAC can explicitly manage several security policies related to different organiza-
tions, it provides an adequate framework to define security policies for organizations that
have to interoperate. For instance, let us consider two hospitadsp andb_hosp. We
assume that each hospital manages its own medical records into anef#wal_record

and that there is no medical record shared by the two hospitals. We also assume that each
organization manages a raqiBysician and that a physician is permitted to consult medical
records handled by his or her hospital in every situation (corresponding to a context called
nominal). In OrBAC, this is modelled by the following security rule:



— security_rule(permission, a_hosp, physician, consult, medical_record, nominal). and
similarly for b_hosp.

Up to now, notice that a physician from a given hospital cannot have an access to
medical records managed by the other hospital. More precisely, OrBAC actually imple-
ments aconfinemenprincipal so that the scope of every security rule is restricted to the
organization in which the rule applies. Thus the rule above specifies that a physician is
permitted to consult medical records athosp but prevents him to have an access to
medical records of_hosp (except if some medical records are physically shared by both
a_hosp andb_hosp but this is not our assumption here).

Confinement is a good security principle. When dealing with interoperability require-
ments, we have to be compatible with this principle. For instance, let us assume that, in
a context of urgencya_hosp wants to grant to physician fromhosp the permission to
consult its medical records. A first possibility, which preserves the confinement principle,
would be thata_hosp creates a new role_physician and specifies the following security
rule:

— security_rule(permission, a_hosp, b_physician, consult, medical_record, urgency).
and the following role definition:
— empower(a_hosp, X, b_physician) :- empower(b_hosp, X, physician).

This role definition rule says that a subjectis empowered in rolé_physician in
organizatiora_hosp if this subject is empowered in rophysician in organizatiorb_hosp.

So let us consider a subjesfice who is empowered in rolghysician in organization
b_hosp and that contextirgency is active in organizatiora_hosp. If Alice asks for an
access to an_hosp’s medical record, then she will have to give her credential that proves
that she is empowered in rofghysician in organizationb_hosp. By doing so, she will
automatically be empowered in rabephysician in organizationa_hosp and thus will be
permitted to have an accessatbosp’s medical records since we assumed that the context
urgency is active.

However, this first solution to manage interoperability is not satisfactory for at least
three reasons:

1. From the security administration point of view, it will create many “artificial” roles
related to interoperability, such as thephysician role. At the end, this may signifi-
cantly complicate administration of the security policy.

2. From the usability point of view, physicians from organizatlnhosp will have to
manage several different roles: rlgysician in organizatiorb_hosp, roleb_physician
in organizatiora_hosp, etc. This is not satisfactory.

3. From the interoperability point of view, physicians from organizatiomosp may
be temporarilypermitted to have an accessaosp (for instance they are asked to
intervene after some catastrophic event). When the need for interoperability ends, it
is necessary to revoke physicians from their tolehysician. This is not convenient
and a more dynamic approach is necessary.



Thus, one of the objectives of our 020 approach is to provide a more adequate man-
agement of role (and also of activity and view).

5 020 and Virtual Private Organization

In some sense, our 020 model is similar to management of identity provided by feder-
ations of identity such as Liberty Alliance. When a given organizatiamants to inter-
operate with another organizati®, it has first to create a Virtual Private Organization
(VPO) B2A and associatB2A with a security policy to control interoperability froBito

A (see figure 1 for an application of the O20 approach with three organizations). Similarly
organizatiorB will create another VP@2B to control interoperability froni to B.

Thus, each VPO is associated with two attributegrantor and o-grantee. The o-
grantor attribute represents the organization which has created the VPO in order to grant
some accesses to subjects coming from another organization represented-rathee
attribute.

As shown in figure 1, a VPO is within thephere of authorityf7] of the o-grantor
attribute. A sphere of authority defines an oriented relation between organizations whose
meaning is the following: An organizatiohis in the sphere of authority of another or-
ganizationB if the security policy that applies ta is defined and administrated By
This administration is done thanks to the AdOrBAC model principles (see [6] for more
details).

i i i B.or, i
i A.org i L &

Fig. 1. Security policy interoperability between three organizations

Thus, in a VPO, th@-grantor organization can define roles, activities and views and
associate these roles, activities and views with contextual security rules as in a classical



organization of the OrBAC model. When assigning subjects, actions and objects to the
respective roles, activities and views defined in the VPO, the following restrictions apply:

— If a given role is assigned to a given subject in a VPO, then this subject must come
from the o-grantee organization of this VPO. This is because a VPO is designed to
control how subjects from the-grantee organization may have an access to the
grantor organization.

— If a given object is used in a given view in a VPO, then this object must be used
in some view in theo-grantor organization. This is because, in a VPO, thgrantor
organization can only grant access to its “own” objects.

— If a given action is considered an implementation of an activity, then this action must
be controlled by the-grantor organization. This will be the case when this action
is directly implemented by the-grantor organization (for instance, a web service
provided by then-grantor). When this action actually comes from thgrantee orga-
nization (for instance a mobile code such as an applet), the situation is more complex.
In this case, the-grantor organization will choose either to (1) not trust this code and
to reject it or (2) execute it in a confined space or (3) ask some guarantee to the
o-grantee organization. In this latter case, we consider that this must be part of the
negotiation protocol.

In the above example, since&hosp wants to interoperate witth_hosp, a VPO
b_hosp2a_hosp is createdifh2ah for short in the following). To grant to physicians from
b_hosp the permission to consult medical records in organizatitiesp in the context
urgency, we have to add to the VPBh2ah security policy the following security rule:

— security_rule(permission, bh2ah, physician, consult, medical_record, urgency).
and the following role definition:
— empower(bh2ah, X, physician) :- empower(b_hosp, X, physician).

In particular, notice that physicians frasthosp will keep their role when accessing to
a_hosp (RSSO principle). Notice also that the O20 approach clearly separates the physi-
cian’s permissions in the VP&h2ah from their permissions in botiahosp andb_hosp.

This is a simple example. We can imagine more complex examples. For instance, in
September, a bookshdys may grant special discount on scientific books to students of
universityu who have a credit card and are more than 18 years old. This is modelled as
follows:

— security_rule(permission, u2bs, student, special_discount, scientific_book, september).
— empower(u2bs, X, student) :-
empower(u, X, student), age(X,Y), Y >= 18, credit_card_holder(X).

Of course, implementation of the O20 is based on credential exchange. For instance,
in the above example, a student will have to exchange her credential to prove she is ac-
tually a student from university, is more than 18 years old and is a credit card holder.
However, compared with previous approaches such as [11,21], one advantage of 020 is
that it clearly separates the specification of the interoperability security policy from its
implementation with credentials.



6 Security policies compatibility

One of the advantages of the OrBAC model is that the security policy specification of an
organization is structured using the concepts of role, activity, view and context. To ease
the definition of interoperability security policies, it is possible that some organizations
will agree that some correspondances exist between their respective roles, activities, views
and contexts.

Let us first present the concept of role compatibility. If a given organizatiagrees
that a given rolerole_A of another organizatior is compatible with one of its role
role_B, then every subject empowered in redée_A in organizationA will automatically
be granted the privileges afle_B when accessing to organizatian

To model role compatibility, we introduce the following predicate:

— compatible_role(A2B,role_A,role_B): in the virtual organizatiorA2B, organizationB
agrees with organizatioa thatrole_A defined in organization is compatible with
role_B defined in organizatioB.

Using this predicate, we can automatically derive some part of the interoperability
policy by considering the following rule:
R1: security_rule(Type,A2B,Role_A,Activity,View,Context) :-
o-grantee(A2B,A), o-grantor(A2B,B),
security_rule(Type,B,Role_B,Activity,View,Context),
role_.compatible(A2B,Role_A,Role_B).
This rule says that if organizatiodsandB agree thaRole_A is compatible withRole_B,
then every security rule assigned Role B in the organizatiorB are also assigned to
Role_A in the VPOA2B.

The approach based on view, activity and context compatibility is different. Thus, let
us assume that a given organizat®magrees to consider that a given vieisw_A (resp.
activity activity_A) (resp. contextontext_A) of organizationA is compatible with one of
its view view_B (resp. activityactivity_B) (resp. contextontext_B). Now, if a given role
role_A of organizatiom is permitted to performactivity A onview_A in contextcontext_A,
then this roleole_A will be automatically permitted to perform activigitivity_B on view
view_B in contextcontext_B in organizatiorB.

This is modelled by using three other predicat@spatible_view, compatible_activity,
and compatible_context whose meaning is similar to predicatempatible_role. We then
consider the following rule which is used to automatically derive some part of the inter-
operability policy:

R2: security_rule(Type,A2B,Role,Activity_B,View_B,Context_B) :-
o-grantee(A2B,A), o-grantor(A2B,B),
security_rule(Type,A,Role,Activity_A,View_A,Context_A),
activity_compatible(A2B,Activity _A,Activity_B),
view_compatible(A2B,View_A,View_B),
context_.compatible(A2B,Context_A,Context_B).
This rule says that if organizatiomsandB agree thaRctivity_A, View_A and Context_A
are respectively compatible withctivity_B, View_B and Context_B, then security rules



that apply in the organizatios also applies in the VP@2B after replacingctivity A in
Activity B, View_A in View_B andContext_A in Context_B.

To illustrate rules R1 and R2, let us consider two organizatimmeh andnato that
respectively correspond to French and Nato Defense Organizations. The policpatfthe
organization includes the following security rules:

S1: security_rule(permission,nato,nato_confidential,read,nato_confid_doc,need_to_know).
S2: security_rule(permission,nato, nato_secret, read, nato_secret_doc, need_to_know).

Rule S1 says that in organizatioato, subjects empowered in rotato_confidential
(correspond to subjects cleared at lewatb_confidential) are permitted teead documents
in view nato_confid_doc (correspond to documents classified at lexsb_confidential) in
contextneed_to_know. Rule S2 is similar to rule S1 but applies to subjects cleared at level
nato_secret that are permitted teead documents classified at leueto_secret.

Let us now assume that organizatidre®ch andnato create two VPO$#2nato andnato2fr

to manage their interoperability and that they agree about the following compatibilities:
F1: role_compatible(fr2nato, confidentiel_defense, nato_confidential).

F2: activity_compatible(nato2fr, read, lire).

F3: view_compatible(nato2fr, nato_confidential_doc, doc_cd).

F4: view_compatible(nato2fr, nato_secret_doc, doc_cd_special_fr).

F5: context_compatible(nato2fr, need_to_know, besoin_de_connaitre).

Then from R1, S1 and F1, we can derive the following security rule:
security_rule(permission,fr2nato,confidentiel_defense,read,nato_confid_doc,need_to_know).

Actually, from F1, we can derive that, when accessing to organizatian subjects
empowered in roleonfidentiel_defense in organizationfr will get the same permissions
as subjects empowered in raleto_confidential in organizatiomato.

From R2, S1, F2, F3 and F5, we can derive:
security_rule(permission,nato2fr, nato_confidential, lire, doc_cd, besoin_de_connaitre).

And from R2, S2, F2, F4 and F5, we can derive:
security_rule(permission,nato2fr,nato_secret,lire, doc_cd_special_fr,besoin_de_connaitre).

7 Application to VO policy administration

In a Virtual Organization (VO), several organizations share some of their subjects, actions
and objects to achieve a common purpose. Usually, an initiator organization, which wants
to create a VO, will have to issue a query to other organizations it wants to interoperate
with. The VO will be created if all the organizations that receive this query agree to be a
member of this VO. Each of these organizations will require that the access to its resources
must be compliant with some security policy. We claim that these interoperability security
policies defined by the different organizations actually correspond to VPOs.

Thus, in our O20 approach, the security policy of the VO is the union of all these
VPOs. The problem is then to define how to manage the security policy of the VO. There
are three main approaches:

— Decentralized VPO management: This closely corresponds to the approach sketches
in figure 1. After defining its VPOSs to control interoperability with other organizations



in the VO, each organization will manage these VPOs that are inside its sphere of
authority. Thus, when a subject of a given organizatiowants to have an access

to another organizatioB, this subject will issue a query. OrganizatiBrwill apply

the VPOA2B to check whether this query is authorized. This will generally require
exchanging credentials betwegmandB for negotiating the access. If this negotiation
phase succeeds, then the access will be granted.

A.org
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Fig. 2. Centralized VPO Management

— Centralized VPO management: In this case, a VPO is both in the authority sphere of
a given organization which is in charge of defining its interoperability policies and in
the management sphedd a server (see figure 2) which is in charge of managing all
the interoperability policies of those organizations that trust this server. So, managing
the VPOs is delegated to a unique trust server, which may be viewed as an extension
of a CAS server (Globus toolkit) [16] or an advanced PEP, say PMP for Policy Man-
agement Point. Once a VO is created, each organization involved in this VO will have
to send its VPOs to this server. When a subgeatfrom a given organizatioA wants
to have an access to another organizaBoihis subject must send its query to the
server. The server will first authenticate this subject to get the proof that this subject is
member of one of those organizations involved in the VO. Then the server will apply
the VPOA2B and negotiate the access on behalf of organizaidhthis negotiation
succeeds, the server will sign the query so that the subject can then present this query
to organizatiorB for evaluation.

— Hybrid VPO management: The sensitivity of interoperation may vary. In the case of
organizations (governmental or military for instance) that deal with high sensitive
information, assigning the task of managing the interoperability policies to a server



may not meet the high confidentiality requirements of such organizations. When some
Virtual Organization is created, these organizations may not entrust the server used in
the Centralized VPO Management approach and/or may not accept to send its inter-
operability policy to this server because this may disclose some sensitive information
and/or may not agree to interoperate with some organizations involved in this VO. In
both case, Hybrid VPO management may be used (see figure 3). In this figure, three
organizationsi.org, B.org andC.org agree to interoperate through Centralized VPO
management, whereas the fourth organizaii@mng only accepts to interoperate with
organizatior.org using Decentralized VPO management.

A.authority- \
sphere

Y Y m \\\ C.authority-

sphere

. g

Management-sphere

C.authority-
sphere

D.org D.authority

-sphere

Sensitive
Interoperability
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Fig. 3. Hybrid VPO Management

In every approach, the interoperability policies are specified using the OrBAC model.
The authority or the management sphere checks for gaaly(s,a,0) if a concrete per-
mission for subject to do actiora on the object can be derived from the specified VPO
policies (see [8] for further details on the concrete permission derivation process).

The main advantage of the centralized management approach over the decentralized
one is that, since the trust server has a global view of all the VPOs, it can manage possible
conflicts between these VPOSs. For instance, let us come back to the example of section 5
and consider that a bookshamrants a special discount on scientific books to students
of universityb who have a credit card and are more than 18 years old. If the policy of the
universityb denies the access to the fact that a student is more than 18 years old, then the
negotiation between the bookshapand the university will always fail. By analyzing
the interoperability policiea2b andb2a, the trust server can detect these conflicts and
warn the organizations about the impossibility to interoperate in this case.



8 Conclusion

Several works investigate interoperability between entities that have not a priori com-
patible access control policies. The delicate problem that faces both industrialists and
researchers is to identify and enforce minimal requirements so that these interactions
continue to be compliant with each security policy of those entities involved in this in-
teroperation. In this paper, we claim that most of these works do not establish a clear
separation between (1) the definition of the security policy to be applied in this context
of interoperation, (2) how to express it, (3) how to administer it and (4) how to manage
it. Our O20 approach gives a response to each of these interrogations. We introduce the
concept of VPO to designate the sub-organization in charge of the interoperability access
control. This interoperability access control policy is constrained by the access control
policy of the parent organization of this VPO but perceptibly differs from it. In the 020
approach, VPO policies are expressed using the OrBAC model. Its built-in confinement
principle ensure a secure interoperation and its structure around organizations, roles, ac-
tivities, views and contexts entities makes it easier to specify dynamic fine grained access
control. Moreover, the RSSO principle allows a subject to keep his or her role when ac-
cessing to another organization.

In the O20 approach, interoperability policies are always defined and administered
by the VPO parent organization. In this way, the VPO controls all the external accesses
to the resources of the parent organization that is involved in an interoperation. The VO
policy can be actually viewed as the union of the VPO policies.

The management of the VPO policies in the O20 approach can be done by the VPO
itself (decentralized management) or it can be delegated to a trust server (centralized man-
agement) or a combination of the two (hybrid management). In the case of an interoper-
ation involving more than two organizations, the centralized approach is clearly advised
as it is able to efficiently manage conflicts and control negotiations. However, the hybrid
approach is sometimes necessary when some organizations do not entrust the server used
in the centralized approach.

Due to space limitation, we have not tackle, in this paper, the problem of negotiation
and the exchange of credentials. Of course, the negotiation protocols like those used by
TrustBuilder or Trust-X have to be adapted to handle OrBAC policy expressions.

The collaboration of several organizations in a VO may lead to creation of new objects.
Clearly, these new objects do not belong to any members of the VO. Managing accesses
to new resources created in a VO represents further work to be done.
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