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ABSTRACT

Nowadays many organizations use security policies to con-
trol access to sensitive resources. Moreover, exchanging or
sharing services and resources is essential for these organi-
zations to achieve their business objectives. Since the eX-
tensible Access Control Markup Language (XACML) was
standardized by the OASIS community, it has been widely
deployed, making it easier to interoperate with other appli-
cations using the same standard language. The OASIS has
defined an RBAC profile of XACML that illustrates how
organizations that would like to use the RBAC model can
express their access control policy within this standard lan-
guage. This work analyzes the RBAC profile of XACML,
showing its limitations to respond to all the requirements for
access control. We then suggest adding some functionalities
within an extended RBAC profile of XACML. This new pro-
file is expected to respond to more advanced access control
requirements such as user-user delegation, access elements
abstractions and contextual applicability of the policies.

Categories and Subject Descriptors

D.4.6 [Operating Systems]: Security and Protection—
Access controls; D.2.8 [Software Engineering|: Software
Architectures—Languages, Patterns; D.3.2 [Programming
Languages|: Language Classifications—Eztensible languages

General Terms

Security, Languages

Keywords
Access control, XACML, RBAC, OrBAC

1. INTRODUCTION

Security for web services has already attracted attention
[10, 8, 18, 11]. Since web services are based on distributed

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

CCS’06, October 30-November 3, 2006, Alexandria, Virginia, USA.
Copyright 2006 ACM 1-59593-518-5/06/0010 ...$5.00.

and heterogeneous systems, there is a need for platform-
independent, generic and lightweight communication mech-
anisms to encourage their interoperability. This is why XML
stands out as a natural answer for web services languages.
It has also become the natural choice for a common security
policy language due to the ease with which its syntax and
semantics can be extended.

One of these security policy languages is the eXtensi-
ble Access Control Markup Language (XACML), an OASIS
standard [4]. XACML describes both a policy language and
an access control decision request/response language. The
policy language is used to describe general access control
requirements to resources in the information system. The
request/response language allows us to form a query to ask
whether or not a given action should be allowed and the
response will convey the answer for this query. The an-
swer should contain one of these four values: Permit (access
allowed), Deny (access denied), Indeterminate (an error oc-
curred or some required value was missing, so a decision can-
not be made) or Not Applicable (this service has no policies
that apply to this request).

Other aspects in the access control domain may require
more of a language. This is why OASIS has also defined
profiles for XACML that address other requirements in this
field. The SAML profile of XACML [5] is suitable for sup-
porting the assertion and protocol mechanisms needed by
XACML. The Security Assertion Markup Language (SAML)
[6, 7], as its name suggests, provides means to write asser-
tions regarding the identity, attributes, and entitlements of
a subject, and defines a protocol for exchanging these as-
sertions between entities. The core and hierarchical role
based access control (RBAC) profile of XACML [3] defines
a profile for the use of XACML to meet the requirements of
RBAC [16, 25]. XACML is a powerful, standard language
that may offer possibilities to express other requirements.
This is what we have intended to study in this paper.

The paper is organized as follows. Section 2 introduces
the RBAC profile of XACML. Section 3 explains the needs
to have an extended profile by specifying the limits of this
RBAC profile and analyzing additional requirements. Sec-
tion 4 presents our proposition for an extended profile that
is adaptable enough to express a large class of existing access
control models. Section 5 illustrates the implementation of
our profile and its application. Finally section 6 concludes
the paper and gives the perspectives to this work.
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Figure 1: The OASIS XACML non-normative data-flow diagram

2. RBAC PROFILE OF XACML
2.1 XACML in brief

Before going further in this discussion, let us go back to
XACML to examine its characteristics. We have already in-
troduced XACML as a policy language and an access control
decision request/response language (both written in XML).
Regarding the components [4], at the root of all XACML
policies is a Policy or a PolicySet. A PolicySet is a con-
tainer that can hold other Policies or PolicySets, as well
as references to remote policies. A Policy represents a sin-
gle access control policy, expressed through a set of Rules.
Each XACML policy document contains exactly one Policy
or PolicySet root XML tag. A Policy consists of a Tar-
get, one or more Rules, and an optional set of Obligations.
Target specifies a set of Subjects, Resources, Actions and
Environments. It uses boolean evaluations to determine if
the values in a request meet the conditions of the Target. If
all of the conditions are met, the Target’s associated Policy,
PolicySet, or Rule applies to the request.

PolicySet and Policy may contain resp. multiple policies
and rules, each of which may evaluate to different access
control decisions. For this purpose, XACML defines a col-
lection of Combining Algorithms. Policy Combining Algo-
rithms are used by the PolicySet to reconcile the decisions
each policy makes and Rule Combining Algorithms are used
by the Policy for reconciling the decisions each rule makes.
Finally, obligations may be added in a Policy or PolicySet.
Obligations are a set of operations that must be fulfilled in
conjunction with an authorization decision (permit or deny
authorization decision).

The OASIS standard defines a data-flow diagram (see the
figure 1).

The typical setup is that someone wants to perform some

action on a resource. She will make a request (2) to whatever
actually protects that resource (like a filesystem or a web
server), which is called a Policy Enforcement Point (PEP).
The PEP will form a request, in its native request format,
based on the requester’s attributes, the resource in question,
the action and other information pertaining to the request.
This request is sent to the context handler (3) that con-
structs an XACML request context for a Policy Decision
Point (PDP) (4), which will look at the request and some
policy that applies to the request. The policies have been
written by the Policy Administration Point (PAP) and made
available to the PDP (1). Sometimes, the PDP may require
additional attributes while evaluating the request. In this
case attribute queries are sent to the context handler (5),
this latter requests the attributes from the Policy Informa-
tion Point (PIP) (6) then (7, 8, 9) sends them back to the
PDP (10). The PDP will finally evaluate the policy and
come up with an answer about whether access should be
granted (11). That answer is returned to the PEP, via the
context handler that translates it to the native response for-
mat of the PEP (12). The PEP can then allow or deny access
to the requester and possibly fulfills some obligations (13).

2.2 RBAC

A standard language to express the access control is es-
sential but it is just a way to write policies and rules. It
is important to have a model that a security manager can
use to express all the security requirements. The ultimate
goal is to be able to express such a model using the existing
languages. There are many access control models in the lit-
erature (TBAC [26], DAC [19], OrBAC [22], ABAC [27]...),
the most frequently cited being the Role Based Access Con-
trol (RBAC) [25].

The basic concept of the RBAC model is that users are
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assigned to roles, permissions are assigned to roles and users
acquire permissions by being members of roles. The user-
role assignment can be a many-to-many relation in the sense
that a user can be assigned to many roles and a role can
have many users. Similarly, the permission-role assignment
is also a many-to-many relation. The RBAC model is orga-
nized in four levels [24] each including the requirements of
the basic RBAC: the flat (or core) RBAC, the hierarchical
RBAC that adds requirements for supporting role hierar-
chies and the constrained RBAC that adds constraints on
the hierarchical RBAC. The constraints may be associated
with the user-role assignment (for static separation of duty)
or with the activation of roles within user sessions (for dy-
namic separation of duty). The last level is the symmetric
RBAC (also called consolidated) that adds a requirement
for permission-role review. This is essential in any autho-
rization management to identify and review the permissions
assignment, i.e. the relation between permissions and roles.

The main benefit of this model is the ease of adminis-
tration of security policies and its scalability. When a user
moves inside an organization and has another function, the
only thing the administrator needs to do is to revoke the ex-
isting user-role assignment and assign her a new role. There
is no need to revoke the authorizations she had before and
she will be granted new authorizations assigned to her new
role. Adding to that, the role hierarchy defined in this
model, where a given role can include all the permissions
of another role, is a way of having a well structured access
control that is the mirror of the organization structure. Fi-
nally the RBAC model supports the delegation of access
permissions between roles. A role can delegate its role or
part of its role to another role [12].

2.3 The core and hierarchical RBAC profile of
XACML

Using existing access control models eases access control
management. The remaining question is how we can use
this model within these existing access control languages.
The RBAC profile of XACML expresses a way to use the
standard XACML access language within the RBAC model.
Figure 2 summarizes the principal PolicySets defined in this
profile.

In this profile, the Role Enablement Authority (REA) is
in charge of the assignment of subjects to roles. This en-
tity may use the Role Assignment PolicySet that defines
which roles can be assigned to which subjects. The REA
may maintain a list of all the roles that are defined in the
organization and when asked about the role that can be as-

signed to a subject, this entity makes a request against the
Role Assignment Policies (RAP) for each candidate role.
The holders of a given role are associated with a Permission
PolicySet through the Role PolicySet that must reference a
single corresponding Permission PolicySet. This latter con-
tains the permissions associated with a given role and may
contain references to other Permission PolicySets. In this
way a role can inherit all the permissions associated with the
role of the referenced Permission PolicySet. In this manner
the role hierarchy is implemented.

The XACML policies using this profile can also express
conditions on the application of particular permissions throu-
gh the XML element <Condition>. This is why the profile
extends the RBAC requirements by providing a means of
limiting permissions associated to a given role to a given
condition such as time period of the day.

3. THE NEED FOR AN EXTENDED PRO-
FILE

3.1 The limits of the RBAC profile of XACML

The OASIS standard for the RBAC profile of XACML [3]
takes into consideration the concept of role in the expression
of access control policies. Unfortunately, it only corresponds
to the core and hierarchical RBAC profile of XACML. In
other words it is not sufficient to express the constrained
RBAC. Moreover, the roles are considered to be already
assigned when the authorization request is submitted for
evaluation. This is why static and dynamic separation of
duty is not treated in this profile.

Another limit of this profile is the way it implements the
hierarchy. It considers that the PolicySetIdReference or the
PolicyldReference in a role r permission’s PolicySet are used
to reference the permissions that are related to another role
from which the role r inherits the authorizations. A subject
inherits via this process all the permissions of the referenced
role. This mechanism for implementing the hierarchy makes
it impossible to implement a delegation mechanism by using
references to the permissions of the delegated role. Consider-
ing that a physician x decided to go on vacation and delegate
her permissions to her assistant y. Each of the roles assistant
and physician is associated with a corresponding Permission
PolicySet through the Role PolicySet. In the case of hierar-
chy between these roles, if the assistant was a senior role of
the role physician, it was easy to reference the Permission Pol-
icySet of the physician in the Permission PolicySet of the role
assistant. Then allowing all the subjects who play the role
assistant to have the permissions of the physician role. When-
ever we need to implement the delegation between the roles
using the same reference process - referencing the delegated
Permission PolicySet (physician one) in the Permission Pol-
icySet of the assistant role - all the persons assigned to the
role assistant inherit the permissions of the physician role.

In the case of partial delegation, we may not need to give
the delegated permissions to all the persons who are assigned
to arole. In our example, we need that only the correspond-
ing assistant, the subject y, inherits all the permissions of
physician x. Then the physician x must assign her assistant
y to the role physician during her vacation period. Now, con-
sidering that the physician wanted to delegate only a part
of her permissions to her assistant, it becomes necessary
to create a new role, delegatedPhysician, that has another



Permission PolicySet which contains the selected delegated
permissions. The assistant is only assigned to the new dele-
gatedPhysician role. We may also need to use the condition
element in XACML in the Role Assignment PolicySet for
the assignment of the new role to the assistant. This is to
specify that this role is assigned to the assistant only during
the physician’s vacation otherwise the assistant may main-
tain the permissions even after the return of the physician x.
This case of partial delegation is too complicated to man-
age in the RBAC profile of XACML. Not only should we
create a new role but also a new Permission PolicySet. Fur-
thermore, we should make changes in the Role PolicySet to
associate the new role with its new Permission PolicySet.

3.2 The architecture

Even though the RBAC profile defines the REA and the
different new PolicySets that should be created to express
the requirements of the RBAC model, it does not explicitly
define or implement the data-flow in a precise architecture.
There may be different ways to implement these new compo-
nents. We will then propose our implementation, describing
the place that the REA will take into the data-flow diagram.
We will define the other entities that should be created to
implement the extended functionalities of the existent pro-
file to go beyond its limitations.

3.3 A better use of the XACML functionalities
3.3.1 Prohibition

Several models include prohibitions or negative authoriza-
tions when specifying an access control policy [15, 13, 20].
A negative authorization policy specifies actions that sub-
jects are forbidden to perform. RBAC does not allow pro-
hibitions, whereas they are included in the XACML poli-
cies through the effect of a deny rule. Prohibition is useful
for example whenever we need to limit the propagation of
permissions in hierarchies. Prohibitions can also be used
as exceptions to remove access rights from subjects if the
need arises. Many other situations make these negative au-
thorizations very useful especially in the case of decentral-
ized policy management where each administrator does not
have a vision of the whole policy. Therefore, we suggest us-
ing XACML negative authorizations to extend the RBAC
model.

3.3.2 Context

XACML policies can express conditions on the applica-
tion of particular permissions through the XML element
<Condition>. Nevertheless, this is not sufficient to include
all the contextual conditions. The <Condition> element is
a boolean function over subject, resource, action and envi-
ronment attributes of the request. It can be used to express
conditions such as: (1) a certain period of the day for exam-
ple from 9am till 7pm which can be seen as an environment
attribute or, (2) the designated doctor of a patient which is
deduced from the subject and resource attributes.

We may need to express conditions where the information
to be evaluated is not carried in the request. Then other re-
quests are generated by the information system itself to find
missing information. For instance, whenever the access to a
resource is limited to a number of times for a given subject,
we need to get the history of the subject accesses to evalu-
ate the number of times she had an access to this resource.

Therefore, we need another way to manage all the possi-
ble conditions. Henceforward, we will consider the notion
of contert. We have decided to relay the evaluation of the
context to an entity, called Context Enablement Authority
(CEA, see section 4.3 below). The value of the context will
be conveyed in the <Environment> element as detailed later
in this paper.

3.3.3 Subject

The RBAC profile of XACML reduces access control to
the concept of roles which may be not sufficient whenever we
need to use the user for specific delegation mechanism. For
instance, we might want to grant a specific subject, Carol,
some special authorizations without creating a specific role
for a single subject. According to RBAC, we must consider
that she is playing a role by herself (reduced to her sub-
ject) and grant this role the selected authorizations. We are
not using what XACML is offering, the subject-id attribute,
which conveys the subject identity.

3.4 Expressing other access control models

The RBAC profile of XACML inherits one of RBAC lim-
itation regarding the abstraction concept. In RBAC, each
rule makes use of the role abstraction without taking into
consideration other abstractions. These may be the object
abstraction and action abstraction. Sometimes multiple ob-
jects possess the same security-related properties, that is
they should be accessed in the same way. Abstracting them
into a class or view avoids the need to write one rule for
each of them. This concept has been suggested in the gen-
eralized RBAC model (GRBAC) [23], where one considers
that through a transducer it is possible to query the system
for sets of files that match certain criteria and then consider
them to be element of one class. We classify objects into
what is called object role. The properties that can be taken
into consideration in the classification are size, creation date,
sensitivity level, ... This concept is also used in the OrBAC
model [22], where one defines a view as a set of objects that
possesses the same properties within an organization.

Another useful abstraction is that of action which is al-
ready defined in the OrBAC model. In fact we consider
that some actions may somehow fulfill the same operation.
For example, the actions read (for a file) and select (for a
database) may be considered as one consult data operation.
This is why they can be grouped within the same activity
for which we may define a single security rule. The existent
profile does not take into consideration these other abstrac-
tions even though some are defined in the generalized RBAC
model. Since XACML is an extensible language where we
can add new attributes to the elements defined in the stan-
dard, we shall create attributes related to the abstractions
of subject, action and object. In this way the extended pro-
file can express the needs of any model based on the idea
of views or classes (GRBAC) or also of activities (OrBAC).
Note that in this paper we are interested in abstract and
expressive access control models that are implementation
free. So, we push aside low level access control models like
ABAC [27] which is very close to the XACML language but
complex to use to express some security rules, in particular,
constrained and contextual ones.



4. THE EXTENDED PROFILE

We thought about offering a new profile of XACML that
should be a better way to express access control policies
within a flexible model that makes the update and manipu-
lation of access rules easier. It is supposed to remove all the
limitations stated before.

4.1 The abstract entities

As we have seen before we may need to manipulate ab-
stract entities to manage the access rules more easily. This
ability especially useful when updating these rules. We have
chosen the following terminology for the abstract entities:
View is used to classify the objects that share the same prop-
erties from a security point of view, Activity is the abstract
entity of the actions that correspond to the same operation
and Role is kept as abstraction of subjects.

4.2 The context

One of the limitations of the RBAC profile of XACML is
that it cannot express all kinds of conditions of applicability
of the rules. One of the main contribution of the OrBAC
model in the access control domain is that it can model
context that reduces the applicability of the rules to certain
circumstances. We have decided to use this definition in
our profile to express conditions. In OrBAC we assume that
there are five kinds of contexts [17]: the temporal context,
the spatial context, the user-declared context, the prerequisite
contert and the provisional contert. These contexts require
some information system that stores and manages different
type of information:

e A global clock to check the temporal context. This
context depends on the time at which the subject is
requesting for an access to the system. Example: the
working hours context.

e The subject environment and the software and hard-
ware architecture to check the spatial context. This
one depends on the subject location. Example: the
secure area context which means that the subject is
accessing from the defined secure area such as the in-
tranet in the enterprise.

e The subject purpose to check the user-declared context
that rely on the subject objective. Example: the au-
diting context where the user declares that he is doing
an audit and requires other permissions in this specific
context.

e A database to check the prerequisite context which de-
pends on the characteristics that join the subject, the
action and the object accessed. Example: designated
doctor context.

e An history of the actions carried out to check the pro-
visional context that depends on previous actions the
subject has performed in the system. Example: lim-
ited access context, the access to the resource is limited
to a given number of times.

These contexts will be integrated in our profile. As stated
before, we admit that there will be a specific entity (called
CEA see Section 4.3) that will make the requests to evaluate
the value of the activated context(s).

4.3 The Enablement Authorities

We extend the concept of REA defined in the RBAC pro-
file of XACML. We actually define four Enablement Au-
thorities. These authorities are in charge of the transla-
tion between the concrete entities and the abstract ones.
They include the Role Enablement Authority (REA), the
View Enablement Authority (VEA), the Activity Enable-
ment Authority (AEA) and the Context Enablement Au-
thority (CEA). Each of these authorities can interrogate the
corresponding assignment policies. We then consider that
there is a Role Assignment Policy (RAP) that defines which
roles are assigned to a given subject. This policy is used
by the REA exactly as defined in the RBAC profile. In the
same way we consider a View Assignment Policy (VAP). The
VEA can make requests to the VAP to determine to which
view(s) the object accessed belongs. The Activity Assign-
ment Policy (AAP) will assign actions into their correspond-
ing activities. The AEA is the authority that manages these
assignments via the AAP to get the values of the activities
to which belongs the action of the request.

The contextual conditions are taken into consideration by
the CEA; it evaluates the context and assigns <Environment>
element of the XACML policies to the corresponding value.
This is why we have defined the Context Assignment Policy
(CAP) that states the conditions to activate a given context.

4.4 The policies

The policies written by the PAP are used by the PDP
(global access policies) and the Enablement Authorities (as-
signment policies). These policies use either abstract enti-
ties, concrete entities or both. We call abstract (or organi-
zational) policies the policies that use the abstract entities
(roles, activities, views) in addition to the context and con-
crete policies the ones that are expressed using only concrete
entities (subject, action and object). Abstract policies may
use abstract or concrete entities in addition to the context.
In the delegation process we assume that we may need to
manipulate a user-user delegation. If we go back to the ex-
ample where a physician x, when she is on holiday, will give
permissions to her assistant y. Then, the physician x may
write an organizational policy using the concrete entity (the
subject relative to the assistant y) giving him permissions to
accomplish some activities over some views within a physi-
cian on holiday context. Now, let us consider the case of par-
tial delegation when the physician x need to delegate only a
part of her permissions to her assistant y. These permissions
should be grouped in a new PolicySet B whose Target selects
the assistant’s identity 'y’ (in a user-user partial delegation)
or the role ’assistant’ (in a user-role partial delegation). The
PolicySet B’s target should select also the physician x. In
this way we maintain the permissions assigned to the physi-
cian who will be selected by A and B, whereas the assistant
may only be selected by B. The fact that we could express
policies using concrete entities may be also seen as a way to
grant exceptional permissions to specific users. For instance,
one may need to give Alice that has the role surgeon some
specific permissions regardless her role inside the organiza-
tion. These exceptional permissions, user-user delegations,
role-user delegations and role-role delegations are expressed
in the assignment policies.

Finally, using the action instead of the activity in an ab-
stract policy may help reducing the permissions accorded to
one user to a specific action chosen amongst actions imple-



menting the activity. An example of such a situation is when
we define the actions delete and insert of an object into a table
(in a relational database) as belonging to the activity modify.
Whenever we would like to grant a user the permission to
modify the content of the database by inserting an object
in a table without allowing him to delete objects from the
same table, we may use the action insert in the permission
instead of the activity modify.

Since XACML defines a deny effect to a rule, we will use it
to express negative authorizations. Then our policies may
contain prohibitions in addition to permissions. This im-
plies that we need mechanisms to resolve conflicts that may
emerge through the application of multiples rules in a pol-
icy, or multiple policies in a PolicySet. These conflicts are
solved in the XACML standard by using combining algo-
rithms. While we are confident that techniques exist for
conflict resolution (e.g. rule prioritization) [13, 22] and that
these techniques are supported by combining algorithms, ad-
ditional details on this topic are out of the scope of this

paper.

4.5 The extended profile architecture
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Every access request is composed of a user asking if his/her
action over a given resource is allowed or not. In the XACML
data-flow diagram, the request is taken into consideration
by the PEP that will relay it to the context handler. Since
the policies are written using abstract or concrete entities,
we need to evaluate the abstract entities to which the con-
crete entities of the request belong but also communicate
the concrete values to the PDP for evaluation of exceptional
permissions or delegations. This task is achieved by the En-
ablement Authorities. Figure 4 describes the extended pro-
file architecture and figure 3 is the sequence diagram that
explains the different steps in this architecture.

The policies are written by the PAP (1). When the PEP
receives a concrete request (2) it is relayed to the context
handler (3). The context handler will have to do the major
part of the work since it is up to it to collect the assignments
of each subject to its roles, the resource to its views, the ac-
tion to its activities and finally get the value of the contexts.
This is done by sending requests to the corresponding En-
ablement Authorities (4). Once all the responses have been

collected (5), the context handler sends a request to the
PDP for evaluation (6). This request contains the abstract
values and the concrete values of the subject, action and
object of the initial request in addition to the value of the
context(s). The PDP evaluates the request according to the
policies and sends back a response to the context handler
(7) that will transmit it to the PEP in its native response
language (8). The PEP may have to fulfill some obligations
(9) before allowing or denying the access.

After receiving the request from the user, the context han-
dler will send requests to each of the Enablement Authority
specifying the necessary attribute values (role, view, activ-
ity or context) to be determined. Notice that the evaluation
order does not matter. The REA, VEA, AEA and CEA
will respectively maintain a list of the defined roles, views,
activities and contexts values inside the organization. Each
authority will make a request to the corresponding assign-
ment policy for each candidate value. We consider that in
order to evaluate certain requests, the CEA may require
other information (history of the subject, the date, spatial
information, resource content, etc). Then it is the CEA, and
not the context handler in our model, that should send addi-
tional requests to an information system that manages that
kind of information. In this way a part of the normal job
of the XACML'’s context handler, in the evaluation of the
request information, is relayed to this new entity. All the
values assigned are sent back to the context handler. This
latter will add the initial concrete values for each entity and
send a request to the PDP for final evaluation.

4.5.1 The hierarchy

Since we suggest abstracting subject, action, object and
conditions triggering authorizations, we need to define hier-
archies not only between roles but also activities, views and
contexts. We will not use the same process to implement the
hierarchy as the one defined in the RBAC profile because it
is not an intuitive approach. We prefer an assignment pro-
cess.

Let us consider the role hierarchy. In our solution we
will assume that if a subject is assigned to a role 71 and
if this role is a senior role of another role 72 (junior role)
this means that the role r; inherits all the authorizations
associated with the role r2. In this case, we assume that
the role 71 is assigned to the role 2 as well as the subject
will be assigned to both roles r1 and r2. So, we will manage
two levels of assignment, the first is a subject assignment
to a role and the second is a role assignment to its junior
role. These two levels of assignment are managed by the
Role Assignment Policy. In this policy we have the global
Assignment PolicySet which is made up of two policies: one
for the rules related to the subject assignment and the other
policy containing the rules related to the role assignment. In
this second policy we proceed in the same way as the first
one with the only exception that instead of having a subject
assigned to a role we will have a role assigned to a role. The
other hierarchies are managed in the same way.

S. THE IMPLEMENTATION AND APPLI-
CATION OF THE PROFILE

5.1 The implementation

There are no publicly available implementations of the
RBAC profile of XACML. On figure 4, we have drawn a
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Listing 1: An example to illustrate the new at-
tributes

<?xml version="1.0" encoding="UTF—8"7>
<Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema—instance"
xsizschemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
http://docs.casis—open.org/xacml/2.0/
access control—xacml—2.0—context —schema—os.xsd" >

<Subject>
<Attribute Attributeld="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.0org/2001/XMLSchema#any URI">
<AttributeValue>urn:example:role—values:physician</AttributeValue>
</Attribute>
</Subject>
<Resource>
<Attribute Attributeld="urn:oasis:names:tc:xacml:2.0:resource:view"
DataType="http://www.w3.0rg/2001/XMLSchema#anyURI">
<AttributeValue>urn:example:view —values:medical _file</AttributeValue>>
</Attribute> -
< /Resource>
<Action>
<Attribute Attributeld="urn:oasis:names:tc:xacml:2.0:action:activity"
DataType="http://www.w3.0rg/2001/XMLSchema#anyURI">
<AttributeValue>urn:example:activity —values:checking</AttributeValue>
</Attribute>
</Action>
<Environment>
<Attribute Attributeld="urn:oasis:names:tc:xacml:2.0:environment:context"
DataType="http://www.w3.0rg/2001/XMLSchema#anyURI">
<AttributeValue>urn:example:environment —values:designated doctor
</AttributeValue> -
</Attribute>
</Environment>
</Request>

border line separating the architecture defined in the OA-
SIS XACML standard and what we have assumed to be
needed to implement our profile. All the work we have done
implementation! of XACML, version 1.1. We have modi-
fied some existing classes and created other ones to imple-
ment the Enablement Authorities. The classes included in
the available implementation allowed us to create a PDP
that is able to evaluate any XACML request considering an
XACML policy. This is a fundamental function we need
in our architecture. Actually, each Enablement Authority
has somehow the same capabilities as a PDP since it should

'http://sunxacml.sourceforge.net/

evaluate, according to the available assignment policies, the
request sent by the context handler.

Our profile does not depend on the implementation choices
of the application in hand. In other words, the way the poli-
cies and the abstract values can be made available to the
Enablement Authorities is not imposed. This can be done
using an LDAP server, a database or a file system. In our
implementation, we have extended the XACML language
with new attributes to manage the abstract entities that
we have considered (role, view and activity) and context.
New attributes have been defined to handle the role val-
ues (XACML subject attributes), the view values (XACML
resource attributes), the activity values (XACML action at-
tributes) and finally the context values (XACML environ-
ment attributes).

Listing 1 shows an illustration of these extensions. It is
an example of an XACML request the context handler may
send to the PDP for evaluation. On lines 8, 14, 20 and 26
we can see the identifier attribute of our new attributes. We
use two levels of assignment in the assignment policies to im-
plement the role, activity, view and context hierarchies. (1)
Each Enablement Authority evaluates the query in hand to
determine the value of the entity it has in charge (role value,
activity value, view value, context value) that matches the
query entities (subject, action, object). The response of
the evaluation can be permit, deny, NotApplicable or Indetermi-
nate for each request. The response permit means that the
corresponding value is assigned. (2) After receiving the as-
signment values (those for which the XACML response is
permit), the Enablement Authorities will reiterate the eval-
uation for each value found to be sure that there are no
additional junior values assigned.

Listing 2 illustrates an example of an action/activity as-
signment. In this example, a rule will respond to a request
sent by the AEA asking whether a subject, the action read
(line 9), can perform the action enableActivity (line 25) over
the resource the activity checking (line 17). In other words,
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Listing 2: An example of an activity assignment policy

<Policy xmlns="urn:ocasis:names:tc:xacml:2.0:policy:schema:os" Policyld="Activity:Assignment:Policy"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule —combining —algorithm:permit —overrides' >

<Target/>
<Rule Ruleld="checking:activity:requirements" Effect="Permit">
<Target>
<Subjects>
<Subject >

<SubjectMatch MatchId="urn:casis:names:tc:xacml:1.0:function:string—equal" >

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string" >read</AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action—id" DataType="http://www.w3.org/2001/XMLSchemazstring" />

< /SubjectMatch>
< /Subject>
< /Subjects>
<Resources>
<Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:anyURI—equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#anyURI" >urn:example:activity —values:checking< /AttributeValue>
<ResourceAttributeDesignator Attributeld="urn:oasisinames:tc:xacml:2.0:action:activity" DataType="http://www.w3.0org/2001/XMLSchema#anyURI"/>

< /ResourceMatch>
</Resource>
< /Resources>
<Actions>
<Action>>

< ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:anyURI—equal' >

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#anyURI">urn:oasis:names:tc:xacml:2.0:actions:enable Activity</AttributeValue>
<ActionAttributeDesignator Attributeld="urn:oasis:names:tcixacml:1.0:action:action—id" DataType="http://www.w3.org/2001/XMLSchema#anyURI"/>

< /ActionMatch>
< /Action>
</Actions>
< /Target>
</Rule>
< /Policy>

this rule states that it is permitted to assign the action read
to the activity checking. This is the first level of assignment
(see Section 4.5.1) whereas in the second level of assignment,
the action read should be replaced by an activity value. For
instance, we may have another rule stating that it is per-
mitted to assign the action checking, which is in this case
an activity value, to the activity consulting. This is a second
level assignment rule.

5.2 The applicability of the profile

The extensions we suggest and implement does not inhibit
the functionalities of the existent RBAC profile. It is obvious
that our extended profile supports policies expressed using
only the concept of roles. The RBAC hierarchy can still be
expressed, in the extended profile, using the role assignment
PolicySet rather than the Permission PolicySet. Moreover,
the proposed profile has added new and useful concepts to
resolve some of the problems of the RBAC profile like delega-
tion and sophisticated contextual authorizations(see Section
4.4).

Our extended profile will also integrate other models than
the RBAC model. It can handle the security requirements of
both very basic access control models (like DAC) and more
expressive ones (like GRBAC, TBAC or OrBAC).

We have seen that entities’ abstractions allow us to bet-
ter express the security requirements of the GRBAC model.
GRBAC introduces subject roles and object roles that are
managed in the extended profile by the “role” and “view” en-
tities. Moreover, GRBAC model incorporates environment
roles that capture environmental information, such as time
of day or system load. These roles are expressed by the
“context” notion managed within our profile. TBAC model
can easily be expressed in the extended profile as it is based
on the abstraction of actions into tasks. These tasks are
mapped to the ‘activity’ entities in our profile. Further-
more, we can integrate the OrBAC model, an expressive
model based on the concept of organization. In this model,
both the concrete entities (subject, action and object) and
their abstractions, the organizational entities (Role, View
and Activity), are used. This model defines also a new en-

tity, the context. These concrete and abstract entities are
all expressed in our profile. OrBAC defines hierarchies of
roles, views, activities and contexts. It not only defines a
role-role delegation but also a role-user or user-user delega-
tion. These hierarchies and delegations are handled by our
profile. Finally, like the OrBAC model, we can specify neg-
ative authorizations in the extended profile. So, an OrBAC
security policy is easily transcribed in the extended profile
we propose.

Many existing works also attempt to extend the RBAC
model to deal with contextual conditions such as the users’
location context (for instance the GEO-RBAC model [14])
or temporal context (for instance the GTRBAC model [21]).
These approaches suggest combining the concept of role with
spatial or temporal contextual conditions to obtain “contex-
tual” roles. In this paper, we follow a different approach
since a context is not attached to the role but to the secu-
rity rules. We actually argue that the notion of “contextual”
role generally corresponds to artificial roles and sometimes
to ambiguous roles. For instance, if physician is a role and
H1 is a hospital, a “combined” role such as H1 _physician
is ambiguous since it may be interpreted as a “contextual”
role (corresponding to physician located in hospital H1) or
an “organizational” role (corresponding to physician empow-
ered in hospital H1).

6. CONCLUSION AND PERSPECTIVES

We have detailed in this paper the use of the XACML
as an access control language. We have seen that it is very
helpful to link it with some existent access control model.
This will help a security manager to model all the security
requirements before specifying them using a standard right
expression language. The existent RBAC profile of XACML,
that explains how the XACML does meet the RBAC model
requirements, has shown some limitations. It does not in-
clude all the functionalities an access control may require.
Furthermore, it reduces the capabilities, and does not make
use of all the advantages, of the XACML language that is
considered to be a very powerful and rich language.



We have proposed to extend the RBAC profile of XACML
with new functionalities that should overcome its current
limitations. We have shown that the proposed profile is gen-
eral enough to express, in addition to RBAC, other access
control models such as GRBAC, TBAC and OrBAC.

We have used the same process of role assignment, pro-
posed in the RBAC profile of XACML, in the other assign-
ment processes (activity, view and context). Then we have
retained one of the primary problems with the RBAC pro-
file: it requires prior knowledge of potential roles, views,
activities and contexts. Each of them should be tested in-
dividually for each request. This appears to be expensive.
Performance should be studied in the future and some im-
provement should be done in the way each request is evalu-
ated.

We are planning to take into consideration the issue of
policy administration [9] within this profile. Furthermore,
we are aiming to analyze this profile in terms of interoper-
ability which is one of the major topics in the domain of web
services [2, 1].
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