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Abstract. The security policy of an information system may include a
wide range of different requirements. The literature has primarily focused
on access and information flow control requirements and more recently
on authentication and usage control requirements. Specifying adminis-
tration and delegation policies is also an important issue, especially in
the context of pervasive distributed systems. In this paper, we are in-
vestigating the new issue of modelling intrusion detection and reaction
policies and study the appropriateness of using deontic logic for this pur-
pose. We analyze how intrusion detection requirements may be specified
to face known intrusions but also new intrusions. In the case of new
intrusions, we suggest using the bring it about modality and specifying
requirements as prohibitions to bring it about that some security objec-
tives are violated. When some intrusions occur, the security policy to be
complete should specify what happens in this case. This is what we call
a reaction policy. The paper shows that this part of the policy corre-
sponds to contrary to duty requirements and suggests an approach based
on assigning priority to activation contexts of security requirements.

1 Introduction

Current information systems have to face many threats that attempt to exploit
their vulnerabilities. Moreover, since information systems tend to be increasingly
complex, specifying their security policy is a tedious and error-prone task. In
this context, specifying consistent, relevant and complete security policies of
information systems is a major challenge for researchers.

There are many advantages of using a formal approach to specify the policy:
(1) It provides non ambiguous specification of security requirements, (2) It is
possible to develop support tools to formally analyse these requirements, (3) It
is also possible to develop support tools to assist the security administrator in the
task of automatically deploying these requirements over a security architecture.

A security policy may actually specify very different security requirements.
We first suggest a classification of these various requirements a security policy
may contain. We then focus on two sub-parts of the security policy that specify
(1) intrusion detection requirements (IDR) and (2) reaction requirements (RR).
We investigate the relevance of deontic logic to specify such requirements.

Intrusion detection has been an active research field for more than twenty
years and many intrusion detection systems (IDS) have been developed and are



now available. However, intrusion detection requirements enforced by IDSs are
generally considered independently of the remainder of the security policy. A first
contribution of this paper is to consider that IDRs are actually a sub-part of the
access control policy. This approach has several advantages. A first advantage
is that it is then possible to formally analyse whether IDRs are consistent with
other security requirements. Another advantage is that we can integrate IDRs
into a deploying process in order to automatically configure IDSs. Finally and
as shown in this paper, this approach provides means to formally specify in a
reaction policy what should happen in case of violation of some IDRs.

Traditionally, access control requirements are modelled using permissions and
prohibitions. We show how IDRs can be specified using prohibitions. However,
we consider two different types of IDRs depending on the fact these requirements
apply to known or unknown attacks. In the case of a known attack, an intru-
sion detection requirement specifies that it is prohibited to execute the action
corresponding to this attack. Notice that the attack may actually correspond
to an elementary action or to a composition of elementary actions correspond-
ing to an attack scenario. In the case of unknown attacks, the specification of
IDRs is more complex. Our approach in this case is based on the specification
of security objectives. An IDR then corresponds to a prohibition for any subject
(or group of subjects in the case of a distributed intrusion) to bring it about
[29] that some security objective is violated. To our best knowledge, this is the
first time the bring it about operator is used in this context. We then show how
different IDRs may be deployed on different Intrusion Detection Systems (IDSs)
including misuse based detection systems, anomaly based detection systems or
correlation based detection systems.

However, the security policy must also specify what happens when an in-
trusion is detected. This is what we call a reaction policy. A reaction policy is
a set of deontic requirements specifying obligations, prohibitions and possibly
permissions that are triggered when an intrusion is detected. We show that these
requirements may be actually viewed as contrary to duty norms (see [30, 33]).

In this paper, we do not actually develop a new deontic formalism to specify
intrusion detection and reaction policies. Instead, we analyse which problems
addressed in this paper may be solved using the current state of the art in
deontic logic and which problems still require further investigation.

The remainder of this paper is organized as follows. In section 2, we infor-
mally introduce the concept of security policy and suggest a classification of
the different requirements that may be specified in a security policy. We then
focus in section 3 on a part of the security policy that corresponds to the access
control policy. The access control policy should include an intrusion detection
policy as explained in section 4. We show in section 4 how to express various
requirements of such an intrusion detection policy. When an intrusion occurs in
the information system, the security policy is violated. Thus, another part of
the security policy consists in specifying a reaction policy. This is presented in
section 5. In section 6, we discuss how to implement the approach suggested in
this paper and list some open issues. Finally, section 7 concludes the paper.
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Fig. 1. General structure of a security policy

2 What is a security policy?

In the following, we shall view a security policy as a set of norms corresponding
to permissions, prohibitions, obligations and dispensations. In the security lit-
erature, it is generally considered that these norms apply to users or processes
(called subjects) when they access to resources (called objects) in order to exe-
cute services or programs (called actions).

A security policy may be structured into several sub policies (see figure 1):

— Authentication policy. Authentication is the first step to get an access to
the information system and is used to securely associate a subject with its
identity. The authentication policy specifies which authentication protocol
a subject is permitted, prohibited or obliged to use to get an access to the
system. Many authentication protocols, using password, smart cards or bio-
metric traits, have been defined in the literature. It is also possible to specify
that mutual authentication protocols such as Kerberos must be used so that
each party involved in the interaction authenticates each other. More re-
cently, authentication has included Single Sign On (SSO) functionalities.
The authentication policy may influence other downstream policies. For ex-
ample, the access control policy may condition its decisions on the kind of
authentication that has been performed by the user. The use of stronger au-
thentication protocols (loss of availability) may allow access to more sensitive
resources (increase of confidentiality).

Access control policy. This part of the policy is also called authorization
policy in the literature and applies once subjects are authenticated. It cor-
responds to a set of permissions and prohibitions that specify which action



a subject may or may not execute on objects. The access control policy is
further discussed in section 3.

— Usage control policy. It is a set of requirements that apply once a subject
gets an authorized access to a resource. The objective is to control how this
subject uses the resource. A usage control policy corresponds to a set of
obligations to be enforced before the access (pre usage control), during the
access (on going usage control) or after the access (post usage control). Even
if there are many interesting issues to investigate, this is not the purpose
of this paper to further address usage control. The interesting reader may
consider the following references [28, 24].

— Information flow control policy. The objective here is to control how infor-
mation flows in the information system, i.e. how information is transferred
from subject to subject. A malicious subject, being permitted to access some
information, may attempt to illegally transfer this information to another
unauthorized subject. This problem is not appropriately managed by access
control requirements and specific models have been defined for this purpose
(see [3,21]). However, there are currently no security models that integrate
both access control requirements and the different forms of information flow
control requirements. Even if this is out of the scope of this paper, the inter-
esting reader may have a look at [2] for a preliminary work in this direction.

— Reaction policy. Since some requirements of the security may be violated,
a security policy would not be complete if it does not include requirements
that specify what happens in case of violation. This set of requirements is
what we call a reaction policy. How to specify a reaction policy is further
investigated in section 5.

— Administration and delegation policy. The administration policy specifies
who is permitted to define new security requirements or update existing
security requirements. Delegation also corresponds to the creation of per-
missions and obligations but generally (1) the delegator must own the per-
missions or obligations he or she delegates and (2) there is a transfer of these
permissions or obligations from the delegator to the delegatee (see [20] for a
more detailed discussion of the differences between administration and del-
egation). As suggested in the literature [19], administration and delegation
may be modelled using special speech acts. Another possibility suggested in
[15] would be to manage administration through licenses. A license is a spe-
cial object that generally represents a permission for the subject who owns
this license. In that case, the administration and delegation policies are spec-
ified by permissions to create or revoke licenses. A possible extension would
be to define another special object called duty to represent an obligation for
the subject who owns a duty and specify delegation of obligations through
the creation of new duties.

In this paper, we shall actually focus on intrusion detection and reaction
policies. However, since we view the intrusion detection policy as a sub part of
the access control policy, we shall first briefly discuss how to model an access
control policy.



3 Access control policy

3.1 Principles of access control

Specifying an access control policy has been investigated for more than thirty
years [23]. In many models, an access control policy is modelled as a set of per-
missions. There are no obligation and dispensation in an access control policy but
it is possible to also specify explicit prohibitions. The issue of using prohibition
in an access control policy is further investigated in section 3.2 below.

Traditionally, access control policies apply to queries corresponding to sub-
jects that ask to execute actions on objects. When a subject formulates such
a query, the access controller analyses the query to check if it is permitted, in
which case the query is accepted, else this query is rejected.

Generally, it is assumed that actions to be controlled corresponds to “ele-
mentary” actions. As a consequence, access control policies are specified using
first order logic using a predicate like is_permitted(subject, action, object).

More recently, it has been suggested to use the concept of role as in the
RBAC (Role Based Access Control) model [32]. In this case, permissions are not
directly assigned to subject but to role which may be modelled using a predicate
permission(role, action, object). Subjects are assigned to role using a predicate
empower (subject,role) and we have the following derivation rule!:

permission(Role, Action, Object) A empower(Subject, Role)

— is_permitted(Subject, Action, Object)

Actually, the RBAC model does not give any formal semantics to the concept
of role. This lack of formalization leads to consider in many approaches that
the concept of role is a panacea to solve every access control problems. This
leads to consider “strange” roles such as location dependent role [6] or temporal
dependent role [5].

There were several works that attempt to use deontic logic to provide formal
semantics to the role concept [10,27,18]. The central idea is that a role is an
organisation dependent concept. Basically, security policies are defined for moral
authorities, called organisations. In this context, most of security requirements
do not directly apply to concrete and implementation dependent entities such
as subject, action and object. Instead, it is more appropriate to use abstract
organisation dependent concepts. As suggested by RBAC, a role is one of such
concept to create organization dependent abstraction of subjects. When an or-
ganization defines roles and assigns these roles to subjects, these subjects are no
longer acting as individuals but as subjects empowered in some roles.

The OrBAC model [1] suggests to proceed similarly for actions and objects.
For this purpose, we respectively suggest the concepts of activity and view as
abstraction of action and object (see [1] for further explanation about these con-
cepts). The predicate use(object, view) specifies that a given object is used in the

! In the following, we shall assume that terms starting with a capital letter represent
variables and that all free variables in formula are implicitly universally quantified.



organization in a given view and the predicate consider(action, activity) speci-
fies that a given action is considered in the organization as an implementation
of a given activity?.

We also need to specify access control requirements that depend on conteztual
conditions for instance:

— R1: A nurse is permitted to consult medical records in a context of urgency,
— R2: A physician is permitted to consult medical records in his or her office
during work hours.

Contexts are modelled using the predicate hold(subject, action, object, context)
that specifies conditions to be satisfied to consider that a given subject executes a
given action on a given object in some context. For instance, a context in_of fice
is specified by the following rule:
subject_of fice(Subject, O f fice) A location(Subject, O f fice)

— hold(Subject, Action, Object,in_of fice)

Using these different concepts, an access control policy is simply defined by
a set of facts having the form: permission(Role, Activity, View, Context). For
instance, rules R1 and R2 are respectively modelled by the two following facts:
R1: permission(nurse, consult, med_record, urgency)

R2: permission(physician, consult, med_record,in_of fice&working_hours)

Notice the possibility in the second rule to combine contexts using conjunc-
tion (negation or disjunction would be also possible).

Given an access control policy (which possibly depends on contextual condi-
tions), the objective of the access controller consists in deciding if a given subject
is actually permitted to execute some action on a given object. This is modelled
by the following rule:
permission(Role, Activity, View, Context) A
empower(Subject, Role) A consider(Action, Activity) A
use(Object, View) A hold(Subject, Action, Object, Context)

— is_permitted(Subject, Action, Object)

3.2 Prohibition and management of conflicts

In recent models, it is generally accepted that access control policies may not
only specify permissions but also prohibitions [12]. For instance, in the OrBAC
model, it is possible to specify organizational prohibitions using the predicate
prohibition(role, activity, view, context) and derive concrete prohibitions using
the predicate is_prohibited(subject, action, object).

When the access control policy contains both permissions and prohibitions,
a conflict occurs when it is possible to derive both is_permitted(s,a,o) and
is_prohibited(s, a,0) for the same subject, action and object.

Several papers have investigated the problem of conflict detection and man-
agement (see for instance [4,12]). The solution is generally based on assigning

2 In OrBAC, the organization is made explicit in every predicate but here, to simplify,
the organization is left implicit since we consider always only one organization.



priorities to security requirements so that when a conflict occurs between two
requirements, the requirement with the higher priority takes precedence.

This is basically the approach suggested in the OrBAC model [12]. Tt consists
in detecting and managing potential conflicts. A potential conflict exists between
a permission and a prohibition if these two requirements may possibly apply to
the same subject, action and object. There is no such potential conflict between
two requirements if these requirements are separated. In OrBAC, separation be-
tween requirements is defined as follows: Two requirements are separated if their
respective roles are separated, or their views are separated, or their activities are
separated, or their contexts are separated. Two roles are separated if it is im-
possible to simultaneously assign a subject to these two roles. Separations of
activities, views and contexts are similarly defined.

Since no conflict can occur between separated requirements, it is sufficient
to assign priorities between every pair of non separated permission/prohibition
requirements. This guarantees that all actual and potential conflicts are solved.

Notice that when using both permissions and prohibitions to specify an access
control policy, it is actually possible to define two different decision procedure
called open policy and closed policy. In the open policy, an access is accepted
only if it is explicitly permitted by the policy, else it is rejected. In the closed
policy, an access is rejected only if it is explicitly prohibited, else it is accepted.

Since an open policy is generally not equivalent to a closed policy, this means
that when specifying an access control policy, it is generally assumed that a pro-
hibition is not equivalent to a non permission®. Thus formalism based on Stan-
dard Deontic Logic (SDL) would not be appropriate. We need a more complex
deontic formalism such as the one suggested in [9)].

4 Intrusion policy

The primary objective of computer security is actually to protect the information
system against intrusions. An intrusion is an action or a sequence of actions (also
called an intrusion scenario) that exploits a vulnerability.

Many intrusions actually correspond to known intrusions that exploit known
vulnerabilities. To detect known intrusions, most intrusion detection systems
(IDS) implement techniques called misuse detection to recognize a signature of
the intrusion. A signature specifies evidences that actions corresponding to the
intrusion have been executed. Current implementations work quite well when
the intrusion corresponds to an elementary action but do not provide so good
results in case of intrusion scenarios.

Detection of unknown (or new) intrusions is much more complex. Current
techniques, called anomaly detection, attempt to detect abnormal behavior that
would reveal an intrusion. However, the implemented techniques are far from
being perfect and generate many false positives (an alert is launched whereas
there is no intrusion) and also false negatives (no alert is launched whereas an
intrusion actually occurs).

3 However, conflict resolutions guarantees that prohibition implies not permission.



Even if an intrusion is generally defined as a violation of the security policy,
there is no approach that attempts to include intrusion detection requirements
in the security policy specification.

This is the purpose of this section to investigate this issue. We start investi-
gating the case of known intrusions and then move to new intrusions.

4.1 Security policy for known intrusions

Since an intrusion corresponds to a malicious behavior, it seems appropriate to
specify that such malicious behaviors are prohibited. Thus an intrusion detec-
tion policy corresponds to a set of prohibition requirements. Regarding known
intrusions, the action used to exploit the vulnerability can be explicitly specified
and prohibited. The following example illustrates the approach.

— Example: The Land Attack is a known intrusion that consists in forging
illegal TP packets where the IP addresses of the source is equal to the destina-
tion. The impact of this intrusion is that it may cause a denial or service on
the server which receives such packets. This intrusion is taken into account
in the intrusion detection policy by the following prohibition:

R3: prohibition(any_host, send_I P_packet, same_source_destination, de f ault)
In this requirement, a subject is a network host and any_host is a role as-
signed to every network host, send_I P_packet corresponds to the activity of
sending packets using the IP protocol, same_source_destination is a view
that contains any IP packet with a source IP address equal to its destination
IP address and default is the default context which is always active.

As mentioned in the introduction, one advantage of formally specifying such
prohibitions in the security policy is that it is then possible to analyze possible
conflicts between other security requirements. For instance, the access control
policy may include a filtering requirement specifying that hosts assigned to the
role private host are permitted to open HTTP connection with the Internet:
R4: permission(private_host, open_HTT P, to_Internet, de fault)

Since it is possible to use an HTTP connection to send a Land Attack,
requirements R3 and R4 are conflicting. It is important to detect and solve such
conflicts and in our example, it is likely that requirement R3 should have higher
priority than R4 so that hosts from the private zone are prohibited to launch
the Land Attack using HTTP connection. The approach defined in [12] provides
means to detect and solve this kind of conflicts.

Another advantage is that it is possible to use a formal specification of the
intrusion detection policy to automatically configure IDSs, for instance we have
defined a process to automatically deploy intrusion detection requirements such
as R3 onto the Snort IDS* [31].

Requirement R3 actually corresponds to an elementary intrusion that can
be executed by a single action. Unfortunately, many intrusions require several

4 Snort is a network intrusion detection system that uses a signature based approach.



actions in sequence or in parallel to be executed. This is called an intrusion
scenario and many examples of such scenarios could be given such as worms like
Nimda or distributed denial of service intrusions like Trinoo [22].

It is possible to take into account known intrusion scenarios in the intrusion
detection policy by specifying prohibitions. The language presented in section
3, restricted to permissions and prohibitions that apply to elementary actions,
cannot express these intrusion scenarios. However, it can be extended, and norms
that apply to non elementary actions (sequence, parallelism, ...) have already
been extensively investigated in the deontic logic literature (see [25] for instance).

The analysis of conflicts is more complex when the policy includes security
requirements on non elementary actions corresponding to intrusion scenarios.
This problem is further discussed in section 6.

Regarding the deployment of these requirements, notice that classical IDSs
only manage intrusions corresponding to elementary actions. However, there
are research prototypes that could be used for this purpose. For instance, the
approach suggested in [26] is based on specification of chronicles to represent
intrusion scenarios so that prohibitions could be translated into chronicles to
automatically configure this prototype.

Notice that the enumeration of every known intrusion scenarios is a complex
and fastidious task. Another problem is that it is difficult to find the appropriate
level of description of the intrusion scenario. If the description is not precise
enough, then false alerts could be launched (false positive). But if the description
is too precise, then variants of the intrusion scenario could not be detected (false
negative). This is one of the issue we attempt to address in section 4.2.

4.2 Security policy for new intrusions

Detection of new intrusions is still a major issue of computer security. Current
approaches based on anomaly detection attempts to recognize abnormal behavior
of subjects but are far from giving perfect results. In this section, we suggest an
approach to specify security requirements associated with new intrusions.

This approach is based on the specification of security objectives. A security
objective is a condition on the state of the information system that should be
enforced. Of course, these objectives depend on the information system to be
protected but it is generally considered that they can be classified into confi-
dentiality, integrity and availability requirements. From the point of view of the
defender, an attacker is a subject that attempts to violate a security objective.
Thus, we call an intrusion objective the negation of a security objective. We
provide examples of security objectives:

— server(h, DNS) A denial_of _service(h)
i.e. the DNS server is in denial of service.

— get_access(s,root, h) A —(authorized_access(s,root, h))
i.e. s illegally gets a root access on a given host h.

If S is a state formula that represents an intrusion objective, then the as-
sociated security requirement specifies that it is forbidden for any subject s to



bring it about that S is true: forbidden(E(s,S))
where E represents the bring it about modality (see for instance [29])°.

The bring it about modality makes implicit the action which is executed to
get the effect S. This action may actually correspond to a new intrusion. The
interest of this approach is twofold:

1. If there are sensors that could detect that some intrusion objectives are
achieved, it is possible to infer that some (possibly new) intrusion occurs.

2. If there is a library of elementary actions modelled through their pre and
post conditions®, then the approach can be also used to detect new intrusion
scenario. This is the approach suggested in [11] in which a mechanism is
defined to correlate actions and detect when an intrusion objective can be
achieved by these correlated actions. The specification of the library of ele-
mentary actions is generally easier to manage than the explicit description
of entire intrusion scenarios suggested in section 4.1 with the advantage that
new intrusion scenarios can be detected.

5 Reaction policy

As its name points it out, this policy is activated to react against an intrusion.
It is a set of rules that specify what happens in case of violation (or attempt
of violation) of some requirements of the security policy. According to these
(attempts of) violations and their impacts on the target information system,
new permissions, prohibitions or obligations are activated and pushed in the
appropriate security components. For instance, if an intrusion occurs, and the
alert diagnosis identifies the path of the attack or the equipments targeted by
this attack and used to reach the intrusion objectives, (1) some packet flows have
to be rejected or at least redirected or (2) some of the vulnerable equipments
used by the attack have to be stopped or at least isolated typically to contain
its spread in the whole system. As suggested in [16], a first form of reaction
would be to update the access control policy by activating and deploying new
permissions or prohibitions. For instance, a rule:

— R5: permission(private_host, open_TC P, to_hostObeliz, de fault),
might be replaced by a new one such as”:

— R6: prohibition(any_host, open TC P, to_hostObelix, syn_flooding).

In the second case, a reaction requirement may be specified by means of oblig-
ations. We actually consider two different kinds of obligations called server-side
obligation and client-side obligation. A server-side obligation must be enforced

5 The forbidden and prohibition operators clearly refer to the same concept. In the
following and to avoid confusion, we shall use prohibition when we refer to an explicit
action and forbidden when we refer to an implicit action through the bring it about
operator.

5 The pre condition represents the condition that must be true before executing the
action and the post condition represents the effect of executing the action.

" Syn flooding is a denial of service attack against the TCP protocol.



by the security components controlled by the security server and generally cor-
responds to immediate obligations. R7 is an example of such rules expressed in
the OrBAC model:

— RT: obligation(mail_daemon, stop, mailserver, imap_threat)

Client side obligations generally correspond to obligations that might be en-
forced after some delay. Several papers have already investigated this problem
and suggested models to specify obligation with deadlines [7,13,8,17]. For in-
stance, if there is an intrusion that attempts to corrupt an application server by
a Trojan Horse intrusion, then this server must be quarantined by the adminis-
trator within a deadline of 10s. R8 provides a specification of this requirement:
— R8: deadline_obligation(administrator, quarantine,
application_server, trojan_horse_threat, be fore(10))
where deadline_obligation can be used to specify one more attribute that corre-
sponds to the deadline condition be fore(10).

As intrusions correspond to some implicit prohibited behaviours and actions,
the security requirements inferred by the need to react correspond to contrary to
duty requirements. Management of contrary to duty is known to cause trouble
(see “pragmatic oddity” [30]). In our approach, management of conflicts is based
on classification with respect to the context of activation. In fact, we consider
three different types of activation contexts: threat, operational and minimal.

The operational contexts aim at describing traditional operational policy [14].
They may correspond to temporal, geographical or provisional contexts (i.e.
contexts that depend on the history of previous executed actions).

Intrusion classes are associated with threat contexts and for each threat a
security rule is defined in the (reaction) policy. Threat contexrts are activated
when a violation of the security policy is detected and are used to specify the
reaction policy. The activation of these contexts (hold facts, see section 3), leads
to the instantiation of the policy rules in response to the considered threat.
For instance, a Syn-flooding attack is reported by an alert with a classification
reference equal to CVE-1999-0116 (corresponding to the CVE reference of a Syn-
flooding attack), the target corresponds to some network host Host and some
service Service. Then the synflooding context is specified as follows [16]:

— IC: hold(corp, -, Service, Host, synglooding) «—

alert(Time, Source, Target, Classi fication),
reference(Classification,’ CVE — 1999 — 0116'),
service(Target, Service), hostname(Target, Host).

Notice that, since the intruder is spoofing (masquerading) its source address
in a Syn-flooding attack, the subject corresponding to the threat origin is not
instantiated in the hold predicate. When an attack occurs and a new alert is
launched by the intrusion detection system, new facts hold are derived for threat
context Ctx. So, C'tx is then active and the security rules associated with this
context are triggered to react to the intrusion.

Most of reaction requirements are in conflict with other access control re-
quirements, i.e. the access control policy may specify a permission whereas the
reaction policy specifies a conflicting prohibition that applies when an intrusion



is detected. For instance, HTTP is permitted when there is no intrusion but
prohibited if an intrusion on the HTTP protocol is detected.

We suggest to solve these conflicts by assigning higher priority to the reaction
requirement than the access control requirement. Since access control require-
ments are associated with operational contexts whereas reaction requirements
are associated with threat contexts, we actually consider that threat contexts
have higher priority than operational contexts.

However, there are some security requirements such as availability require-
ments that must be preserved even if an intrusion occurs. For instance, the
access to the email server must be preserved even if some intrusions occur. This
is modelled as a minimal requirement. Minimal contexts then define high priority
exceptions in the policy, describing minimal operational requirements that must
apply even in case of characterized threat.

So, using an algebra of contexts and priority assignment to security rules,
we consider two parameters to manage conflicting situations called criticity and
specificity. A criticity parameter is used to assess context priority between the
three defined categories of contexts operational, threats and minimal. We define
an operator L, to assess the level of criticity of contexts, so that if Ctx is a set of
well formed contexts: L.: Ctx — {ope, threat, min} with ope < threat < min.
We define the criticity relation as follows: ¢; <. ¢g «+— L1 < L.o. We consider
also a specificity parameter that deals with inheritance and context composition,
hierarchical specificity context inheritance. For instance, we say that co is more
specific than ¢; if sub_context(ca, c1). We define specificity for contexts as follows:
cl <g cg «— sub_context(ca,c1) and ¢; <5 c2 —— ¢1 <4 ca A (c1 = ¢2). We
have then defined two strategies to assess rule priorities in case of potential
conflicts and prove that they are not conflicting strategies, that is we never
obtain conflicting decisions when applying them (see [16]).

6 Discussion and open issues

As mentioned in the introduction, one of the interest of a formal specification
is that it provides means to analyze conflicts. This is not an easy task because
a security policy is an heterogeneous set of requirements. It corresponds to per-
missions, prohibitions and obligations and some requirements apply to explicit
actions whereas others correspond to unknown actions. We suggest modelling
these last requirements using the bring it about modality. This is especially
useful to specify security requirements associated to new intrusions.

The next problem is then to analyze conflicts when the policy combines such
heterogeneous requirements. Our suggested solution consists in reformulating
security requirements that apply to explicit actions into requirements that use
the bring it about modality.

For this purpose, we need a formal specification of various actions used to
specify the policy through their pre and post conditions. Then, let us assume
that a given subject s is prohibited to execute a given action a on some object o
in a given context ¢ and let pre(a, o) and post(a, o) be respectively the pre and



post conditions associated with the execution of action a on object o. Then this
requirement is translated into the following security requirement:
forbidden(E(s, a,post(a,0)), c&pre(a, o))
where E(s,a,p) means subject s brings it about p by executing action s and
forbidden(p, ¢) is a diadic modality to specify that p is forbidden in context c.
We now obtain an homogeneous set of security requirements that we can
analyze to detect conflits. Defining a complete analysis still represents further
work. However, we can already state the following principles:

— Let permitted(E(s,a,p1),c1) and forbidden(E(s,a,ps),ca) be two security
requirements. These requirements conflict if p; implies ps and ¢; and ¢y are
consistent.

— Let permitted(E(s,a,p),c) and forbidden(E(s,S)) be two security require-
ments where S is an intrusion objective. These requirements are conflicting
if p implies S.

— Let permitted(E(s,a1,p),c) and forbidden(E(s,az,p),c) be two security re-
quirements where a; and as are different actions. These requirements are not
necessarily conflicting. For instance, let a; be the action “Authentication us-
ing a credit card” and as be “Authentication using a password” and p the
proposition “s is authenticated”. Then it is not conflicting to state that s
is permitted to bring it about p by executing a; but prohibited to bring it
about p by executing as.

— Let permitted(E(s,a1,p),c1) and forbidden(E(s,az,p),c2) be two security
requirements where a1 is a non elementary scenario. These requirements are
conflicting if action as is part of scenario a; and ¢; and ¢y are consistent.

We plan to develop a complete analysis as an extension of the approach
suggested in [9)].

7 Conclusion

Specifying a security is a central issue when developing a secure information
system. Since a security policy may include very different requirements, it is
essential to use an homogeneous formal model to specify these different require-
ments and deontic logic provides such an adequate formalism.

Traditional security policy models only consider norms that apply to explicit
elementary actions. In this paper, we first focus on intrusion detection policies
and show that these traditional models are not expressive enough to specify
security requirements corresponding to the detection of known non elementary
intrusion scenarios. There are also not appropriate to specify security require-
ments that correspond to new unknown intrusions. For this last purpose, we
suggest using the bring it about modality and security requirements correspond
to prohibition to bring it about that some security objectives are violated.

The security policy would then not be complete if it does not include a re-
action policy that specifies what happens in case of violation of some security
requirement. We show that these requirements correspond to contrary to duty
norms. Contrary to duty has been extensively investigated in the deontic logic



literature and several proposals have been suggested to solve problems such as
the Chisholm paradox or the pragmatic oddity. However, to our best knowledge,
it is the first time practical applications of these works are investigated in the
context of security policies. We suggest an approach to manage conflicts between
reaction requirements and other security requirements based on the definition
of priorities between contexts associated with the activation of these different
requirements. We consider three different types of context called operational,
threat and minimal contexts. Threat contexts are associated with reaction re-
quirements and have higher priority than operational contexts. However, since
reacting may have some negative side effects on the information system, we also
consider minimal contexts associated with security requirements that must be
preserve even when reactions are activated. Minimal contexts have higher prior-
ity than other contexts including threat contexts.

We finally address the issue of analyzing consistency of these different re-
quirements. Since the security policy may include heterogeneous requirements
corresponding to norms that apply to explicit actions and others to implicit
actions, our proposal consists in translating all the requirements into norms
specified using the bring it about modality. It is then possible to analyze possi-
ble conflicts between the different requirements. This approach requires further
work to be validated and we plan to take our inspiration into [9] to define a
complete algorithm to detect and solve conflicts in this case.
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