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Abstract

As computer infrastructures become more complex, security models must provide means
to handle more flexible and dynamic requirements. In the Organization Based Access
Control (OrBAC) model, it is possible to express such requirements using the notion of
context. In OrBAC, each security rule (permission, prohibition, obligation or dispensa-
tion) only applies in a given context. A context is viewed as an extra condition that must
be satisfied to activate a given security rule. In this paper, we present a taxonomy of dif-
ferent types of context and investigate the data the information system must manage in
order to deal with these different contexts. We then explain how to model and evaluate
them in the OrBAC model.

1. Introduction

Current computer infrastructure are becoming more and more complex and difficult to
manage securely. It does no longer correspond to monolithic architecture but instead must
manage a set of virtual communities that want to inter-operate and share resources. A
virtual community is a composition of heterogeneous and independently designed and
managed sub-organizations. When setting up a new community, it is necessary to identify
participant roles, so Role Based Access Control (RBAC) model [40] provides concepts
that are useful in this area.

However, security policies must also be adapted to deal with new requirements: se-
curity rules in these policies are no longer static but dynamic, depending on the context.
They must be also self-adaptive with respect to temporal conditions, the user’s location,
previous behavior of this user, etc. Several different organizations must be able to express
their own policies and the security policy model must be able to manage these different
policies within a single framework. Classical access control models [7, 28, 40] are not
sufficiently flexible to specify such context-dependent requirements.

In this paper, we shall show how the Organization Based Access Control (OrBAC)
model [34] is useful to deal with some of these new requirements. In OrBAC, the security
policy does not directly apply to subject, action and object. Instead, it defines permis-
sions that applies within aorganizationto control theactivities performed byroles on
views For instance, the policy might specify that rpleysicianhas permission to perform
activity consulton viewmedical record

In OrBAC, specification of a security policy is actually not restricted to permissions. A
security policy may include four different types of security rule: permission, prohibition,
obligation and dispensation. Intuitively, a prohibition is a negative permission implying
that one must not perform some action. An obligation is associated with an action some-



one must perform and is usually triggered when some conditions are satisfied. Finally, a
dispensation is a negative obligation implying that one may not perform some action.

The OrBAC model also allows the administrators to specify complex security rules
since one can consider that each security rule only applies in some gingexts Our
objective is to further investigate this notion of context. To activate a given security rule,
the subject, the action and the object must separately satisfy some conditions. In the Or-
BAC model, these conditions are that the subject must be assigned to a given role, the ob-
ject must be used in a given view and the action implements some given activity. Besides
these conditions, there are extra conditions that must be satisfied to activate a security
rule. These extra conditions may be related to very different notions, such as temporal or
spatial requirements. We calbntextsuch extra conditions.

In the following, we first investigate what kind of information a given information
system must manage to provide means to deal with contextual conditions. Based on this
analysis, we present several types of context — temporal, spatial, prerequisite, provisional
and user-declared contexts — and explain how to model them in the OrBAC model. Even
if there has been a lot of work dealing with various kinds of context (see section 5 for
a comparison and discussion), this is the first time that such different contexts may be
expressed within a unigue access control model. We then address the problem of context
evaluation. Generally, security models are based on Datalog rules [45] which guarantee
the decidability of query evaluation and its termination in polynomial time. Using Dat-
alog, queries are pre-computed iteratively using a bottom-up strategy until convergence
to a fixed-point. However, as suggested in [6], it would not be possible to express most
contextual conditions, for instance temporal or spatial contexts, using Datalog rules. This
is why we suggest an hybrid strategy that combines the bottom up approach of Datalog
with the top-down strategy as defined in the SLG algorithm [44] to evaluate contextual
conditions. This hybrid strategy that also guarantees decidability in polynomial time is
further explained in section 4.

The remainder of this paper is organized as following. Section 2 recalls the OrBAC
model. Section 3 presents a taxonomy of different types of context and how to model
them in the OrBAC model. Section 4 discusses decidability in OrBAC and presents an
efficient strategy for query evaluation that combines bottom-up and top-down algorithms.
Section 5 provides a comparison with related work. Finally, section 6 concludes the paper.

A preliminary version of this paper appeared in [19].

2. OrBAC model

2.1 Preamble

The final objective of a security policy is to specify the security ruEsiissionspro-
hibitions, obligationsor dispensationsthat control theactionsperformed bysubjectson
objects Using a logical notation, this might be represented by a set of facts having the
following forms:

o Is_permitted(s, «, o),
o Is_prohibited(s, a,0),



e [s_obliged(s,a,0) Or

o [s_dispensed(s,a,o).

meaning that a given subject is permitted (resp. prohibited, obliged or dis-
pensed) to perform a given actiam on a given objecto. For instance, the fact
Is_permitted(John, read, Paul_medical _record) specifies that John is permitted to
read Paul’'s medical record.

However, enumerating all these facts is a quite fastidious and difficult to manage task.
In particular, each time a new subject, or a new object, or a new action is created, it is
necessary to explicitly insert new facts specifying the security rules associated with this
new subject, object or action.

To simplify management of a security policy, rule based languages have been proposed
[31, 20, 26]. These languages are based on first order logic with various restrictions to
guarantee the decidability of logical derivation in these languages. For instance, the rules
must respect syntactic restrictions of Datalog [45]. Using a rule based language, an access
control policy is represented by a set of rules having the following forms:

e Vs, Va, Vo,
e Vs Vo, Vo,
e Vs, Va,Vo,
e Vs, Va, Vo,
meaning that, for every subjegtactiona and objecb, if a given condition is satisfied
then subject is permitted (resp. prohibited, obliged or dispensed) to perform aatimm

objecto.
Let us now further analyze the structure(@ndition in the above rules. We suggest

structuringCondition as following:

cond_subject(s) N cond_action(a) A cond_object(o) A constraint(s, a, o)

Condition — Is_permitted(s, «, o))
Condition — Is_prohibited(s, a, 0))
Condition — Is_obliged(s, a,0))

Condition — Is_dispensed(s, ., 0))

A~ N N N

where:

e cond_subject(s), cond_action(«) andcond_object(o) are respectively the conditions
the subjects, the actiona and the objecb must separately satisfy so that the corre-
sponding rule applies.

e constraint(s,a, o) is an additional condition that joins subjegtactiona and object
o. Satisfying the constraint is necessary to activate the rule.

Forinstance, let us consider the rule “a physician is permitted to consult his or her patient’s
medical record”. In this casepnd_subject(s), cond_action(a) andcond_object(o) re-
spectively correspond to the conditions tkas a physiciang is an action of consulting
ando is a medical recordionstraint(s, a, o) is a condition that joins subjegtand object
o (in this example, actiom is absent from the constraint), namelynust be a record of
physicians’s patient.

We shall now present OrBAC and explain how to modeind_subject(s),
cond_action(a), cond_object(o) andconstraint(s, «, o). For this purpose, we need first
to present basic entities of the OrBAC model.

*Of course, this condition changes from one rule to another.



2.2 Basic concepts of OrBAC

The central entity in OrBAC is the entit9rganization. Intuitively, an organization is

any entity that is responsible for managing a security policy. Thus a company is an or-
ganization but concrete security components such as a firewall may be also viewed as an
organization. An organization can also be seen as an organized group of subjects, assigned
to some roles in the organization. Notice that a group of subjects does not necessarily cor-
respond to an organization. More precisely, the fact that each subject is assigned to a
role in the organization corresponds to some agreement between the subjects to form an
organization.

The objective of OrBAC is to specify the security policy at thrganizationallevel,
that is independently of the implementation of this policy. Thus, instead of modelling
the policy by using the concrete and implementation-related concepts of subject, action
and object, the OrBAC model suggests reasoning with the roles that subjects, actions or
objects play in the organization. The role of a subject is simply callealeaas in the
RBAC model. On the other hand, the role of an action is calleddivity whereas the
role of an object is called @ew.

The concept of View is different from the concept of Class. A class is a taxonomical
concept used to structure the object descriptions, i.e. a class groups objects that have
similar characteristics. By contrast, a view is an organizational concept used to structure
the policy specification, i.e. a view groups objects on which the same security rules apply.

Finally, since security rules do not apply statically but their activation may depend on
contextual conditions, the conceptaaintexts explicitly introduced in OrBAC. Examples
of context may beNight, Working-Hoursor Urgency(see section 3 for further details
about the context definition).

Therefore, in OrBAC, there are eight basic sets of entitieg;: (a set of organizations),

S (a set of subjects| (a set of actions)) (a set of objects)R (a set of roles)A (a set
of activities),V (a set of views) and (a set of contexts).

We assume thabrg C S (that is any organization is a subject) and that O (that
is any subject is an object).

Any entities in the OrBAC model may have some attributes. This is represented by
application-dependent predicates that associate the entities with the value of these at-
tributes. For instance, i is a subject, theVame(s, n) is true if the valuen represents
the name ok, Address(s, a) is true if the value: represents the addressspfetc.

Besides these application-dependent predicates used to model the attributes of enti-
ties, there are several OrBAC built-in predicates. Both application-dependent and OrBAC
built-in predicates are used to specify security policies in the OrBAC model. The objective
of the following sub-section is to present the different OrBAC built-in predicates.

2.3 Modelling the organization components

In OrBAC, cond_subject(s), cond-object(o) and cond_action(«) respectively corre-
spond to conditions specifying that, in a given organization, a subject is empowered in
arole, an object is used into a view and an action implements an activity. This is repre-
sented by the following OrBAC built-in predicates:



e Empower is a predicate over domaiidsrg x S x R.

If org is an organizations a subject and a role, thenEmpower(org, s, ) means that

org empowers subjeatin role r. Unlike the TMAC model [43] or the RBAC model [40]
which consider binary relations between organizations and subjects or between subjects
and roles, notice that our model consider a ternary relation between organizations, sub-
jects and roles. This is useful to model situations where a given subject is assigned to
several roles but in different organizations.

e Useis a predicate over domairddrg x O x V.

If org is an organizationy is an object and is a view, thenl/se(org, o, v) means that

org uses objecb in view v. This ternary relation is useful to characterize organizations
that give different definitions to the same view. For instance, take the case of the view
“medical record” defined irf{ 1 hospital as a set of Word documents and defined th
hospital as a set of tuples in a relational database.

e Consider is a predicate over domaiiisrg x A x A.

If org is an organizationg is an action and is an activity, thenConsider(org, a, a)

means thabrg considers that action. implements the activity.. Since Consider is

a ternary relation, different organizations may decide that the same action comes under
distinct activities or that different actions come under the same activity. For instance,
activity “consulting” corresponds, iff 1 hospital, to an action “read” that can be ran on
data files whereas it corresponds A2 hospital, to action “select” that can be performed

on relational databases.

2.4 Role, activity and view definition

Instead of enumerating facts corresponding to instances of predicatewer, it is also
possible to specifyole definitionswhich correspond to logical conditions that, when sat-
isfied, are used to derive that some subjects are automatically empowered in the role
associated with the role definition. Role definition may be viewed as an extension of the
Attribute-Based User-Role assignment suggested in [4]. A role definition corresponds to
a logical rule that has thEmpower predicate in the conclusion and respects the Datalog
restrictions (see section 4). For instance, a bookdBSpmay consider that a subject is
empowered in rol&old_customer if this subject is empowered in rotéustomer and if

he or she has been a customer for more than ten years. This is modelled by the following
role definition:

e Vs e S,Vd € O,
Empower(BS, s, Gold_customer) «—
(Empower(BS, s, Customer) A Membership(BS, s,d) A d >= 10)

whereMembership(BS, s, d) is an application dependent predicate meaning that subject
s has been a customer of bookshBp for d years.

Activity and view definitions are similarly used to automatically manage assignment
of action to activity and object to view. We assume that activity and view definitions also
respect the Datalog restrictions.



2.5 Context definition

In section 2.1, we introduce the conditiomnstraint(s, o, o) to model extra conditions a
subject, an action and an object must satisfy to activate an access control rule. In OrBAC,
these extra conditions are modelled through the notiomatext. Each context has a
name and its definition depends on the organization. Notice that we use the term “context”
in a broad sense since it actually corresponds to any constraint that joins a subject, an
action and an objett For instance, in the health care domain, the erdtityitext will
cover circumstances such as “urgency”, “medical research”, “attending physician”, etc.
From a conceptual point of view, entiti€srganization, Subject, Object, Action
andContext are linked together by the OrBAC built-in predicdi!d:
e Hold is a predicate over domaitidrg x S x A x O x C.
If org is an organizations a subject an action,o an object and: a context, then
Hold(org, s, a, 0, ¢) means that within organizatiamg, contextc holds between sub-
jects, actiona and objecb.
The conditions required for a given context to be linked, within a given organization,
to subjects, objects and actions will be formally specified by logical rules cadietbxt
definition Notice that context definitions generally do not correspond to Datalog rules
and thus cannot be evaluated using the standard Datalog bottom-up strategy (see section
4 for further explanations about this issue).
A trivial example is the contextominal which is true in every circumstance. It is
defined as follows:
e Yorg,Vs € S,Va € A,Yo € O,
Hold(org, s, @, 0, Nominal)
As another example, the contekttendingphysicianmay be defined in hospitdl 1
as follows:
e Vs S Vae A Vo€ O,
Hold(H1, s, a, 0, Attending_physician)
— (Name_patient(o,p) A Patient(s,p))
that is, in hospitalH 1, the context “attending physician” holds between subject
actiona and objecb if o is a record corresponding to a patignfrepresented by the
application dependent predicatume_patient(o, p)) andp is a patient of subject
(represented by the application dependent prediBatéent (s, p)).
Modelling various types of context will be further analyzed in section 3.

2.6 Context Algebra

We define a context algebra to build conjunctive, disjunctive and negative contexts from
more elementary contexts. For this purpose, we introduce three OrBAC built-in func-
tions&, @ and™. If ¢; andc, are two contexts, the&(c, c2) is a conjunctive contexts,
®(c1,c2) is a disjunctive context angl is a negative context. We shall use the infix no-
tationsc; &cy ande; @ co in place of the prefix notation&(cy, c2) and®(cq, ¢2). These
composed contexts are defined by the following rules:

*Constraints do not apply systematically to all the parameters. For instance, we may have constraints that simply
join subject and object or even constraints that are simply related to subject.



e Yorg € Org,Vs € S,Va € A,Yo € O,Ve; € C,Ves € C,
Hold(org, s,a,0,c1&ca) —
(Hold(org, s,a,0,¢1) A Hold(org, s, c, 0,¢3))

e Yorg € Org,Vs € S,Va € A,Yo € O,Vey € C,Veo €C,
Hold(org, s,a,0,c1 @ ca) «—
(Hold(org, s,a,0,c1) V Hold(org, s, a, 0, c3))

e Yorg € Org,Vs € S,Ya € A,Yo € O,Vc € C,
Hold(org, s,a,0,¢) «— —Hold(org, s,a, 0,c)

Evaluation of these composed contexts is further explained in section 4.

2.7 Global Constraints

In OrBAC it is also possible to define global constraints. A global constraint is distinct
from the definition of contexts presented in the previous sections. A context is associated
with a security rule and defines conditions that must be satisfied to active this security
rule. By contrast, a global constraint is a condition associated with the security policy. If a
global constraint is not satisfied, then this means that this security policy é@nsistent

To specify global constraint in the OrBAC model, we use the OrBAC built in predicate
Error:

e FErroris a predicate over the null domain, i.e. a predicate of cardinality zero.

Using the Error predicate, a global constraint corresponds to a logical rule whose
conclusion isError. If it is actually possible to derivé’rror from some global con-
straint, then the security policy is not consistent.

Separation of duty between roles is an example of frequently used constraints. To
model separation of duty in OrBAC, we first introduce the following OrBAC built-in
predicateSeparated_role:

e Separated_role is a predicate over domaiiddrg x R x Org x R.

If org; and org, are organizations andr; and r, are roles, then
Separated_role(orgy,r1,0rgs,72) means that roler; in organizationorg, is sep-
arated from role-; in organizatiororgs.

Using thisSeparated_role predicate, separation of duty is then modelled as the fol-
lowing global constraint:

e Vs € S,Vorg, € Org,Yorgy € Org,Vry € R,Vry € R,

Separated_role(orgy,r1,0rgs,r3) A

Empower(orgy, s,r1) A

Empower(orgs, s,72)

— Error

This constraint says thdrror is true if (1) roler; in organizatiororg, is separated
from role r, in organizationorg, and (2) there is a subjestempowered in role in
organizatiororg; and (3) this subject is also empowered in rején organizatiororgs.

In the following, we assume that the security policy is consistent, i.e. it is not possible
to derive thelsrror predicate from any global constraints. If the security policy is updated
so that it is possible to derivError, then this update is rejected.



2.8 Policy definition

Using the materials presented in the previous sectiong;'thelition expression intro-
duced in section 2.1 corresponds in the OrBAC model to formulas having the following
form:
e Empower(Org, s, R) A Use(Org, o, V)A

Consider(Org, a, A) N Hold(Org, s,a,0,C)
wheres, o anda are variables corresponding respectively to a subject, an object and an
action andOrg, R, V, A andC are constants corresponding respectively to an organi-
zation, a role, a view, an activity and a concept. For instance, the rule “in hoshital
physician is permitted to consult his or her patient’s medical record” may be represented
by a rule having the following form:
e Vse S, Vae A Vo€ O,

(Condition — Is_permitted(s, a,0))

where, in this case, ondition is the following formula:

Empower(H, s, Physician) A Use(H, o, Medical record) A

Consider(H, «, Consult) AN Hold(H, s, «, 0, Attending_physician)
However, this is not exactly the way an access control policy is specified in the OrBAC
model. In OrBAC, we go one step further by considering that the access control policy
does not directly apply to subject, action and object. Instead, the access control policy
is specified using the OrBAC built-in predicatBsrmission, Prohibition, Obligation
and Dispensation defined as follows:
e Permission, Prohibition, Obligation and Dispensation are predicates over do-

mainsOrg x R x A xV x C

If org is an organization,r a role, « an activity, v a view and c

a context then Permission(org,r,a,v,c) (resp. Prohibition(org,r,a,v,c),

Obligation(org,r,a,v,c) or Dispensation(org,r,a,v,c)) means that in organiza-

tion org role r is granted permission (resp. prohibition, obligation or dispensation) to

perform activitya on viewwv within contextc.
The predicatesPermission, Prohibition, Obligation and Dispensation enable a
given organization to specify permissions, obligations and prohibitions between roles,
activities and views in a given context. Now, triples that are instances of the OrBAC
built-in Is_permitted are logically derived from permissions granted to roles, views and
activities by the relationshipermission. This is modelled by the following general rule
called Concrete Permission Derivation
e Yorg € Org,Vs € S;Vo € O,Va € A,Nr € R,Vv € V,Va € A,Vc e,

Permission(org,r,a,v, c)A\

Empower(org, s,r) A Use(org,o,v)A

Consider(org, o, a)A

Hold(org, s,a,0,c)

— Is_permitted(s, «, o)

*Three similar general rules respectively called Concrete Prohibition, Obligation and Dispensation Deriva-
tion exist to derive instances ofs_prohibited, Is_Obliged and Is_dispensed from relationships
Prohibition, Obligation and Dispensation.



that iss is permitted to perforna on o, if (1) organizationorg, within the context,
grants roler permission to perform activity on viewwv and (2)org empowers subject
s in role r and (3)org uses objecb in view v and (4)org considers that action
implements activity: and (5) withinorg, the context holds between, o ando.

In OrBAC, we also assume that if a subject if obliged to preform a given action on
an object, then this subject must be permitted to perform this action on this object. This
principle is modelled by the following logical rule:

e Vse€ S Voe O,Va € A,

Is_obliged(s,a,0) — Is_permitted(s, a, o)

Similarly, if a subject is prohibited to perform a given action on an object, then this
subject must be dispensed from performing this action on this object:

e Vse€ S Voe O,Va € A,
Is_prohibited(s, o, 0) — Is_dispensed(s,a, o)

2.9 Conflict management

In OrBAC, it is thus possible to specify a security policy by combining permission, pro-
hibition, obligation and dispensation. This provides a very expressive and flexible frame-
work to express various security requirements. For instance, it is possible to specify gen-
eral security rules corresponding to permissions (resp. obligations) and then specify pos-
sible exceptions to these general rules corresponding to prohibitions (resp. dispensations).

However, when a security policy model includes the possibility to specify both permis-
sions, prohibitions, obligations and dispensations, some conflicts may occur. We identify
the following possible conflicts:

e Conflict between permission and prohibition. This conflict occurs when it is possible
to derive, for some subjeet actiona and objecb:

Is_permitted(s, o, 0) A Is_prohibited(s, a, o)

e Conflict between obligation and dispensation. This conflict occurs when it is possible
to derive, for some subjest actiona and objecb:

Is_obliged(s, o, 0) A Is_dispensed(s, a, o)

e Conflict between obligation and prohibition. This conflict occurs when it is possible to
derive, for some subjeat actiona and objecb:

Is_obliged(s, a,0) A Is_prohibited(s, a, o)

However, since an obligation implies a permission, if there is a conflict between an

obligation and a prohibition, then there is also a conflict between a permission and a

prohibition.

So, a conflict between an obligation and prohibition is actually moiraary conflict.

Thus, we have two primary conflicts to manage in OrBAC: (1) conflict between per-
mission and prohibition and (2) conflict between obligation and dispensation.

When some conflicts occur in the policy, we need strategies to solve these conflicts.
The basic principle to define such strategies is assigning priorities to security rules. Thus,
in case of conflict, the security rule with higher priority takes precedence over the other
security rule. In our approach, we actually manage conflicts at the abstract level and pro-
vide sulfficient conditions to guarantee that the absence of conflict at the abstract level also



guarantee the absence of conflict at the concrete level. We shall not further develop this
issue here, but this problem is extensively investigated in [16].

2.10 Policy application

The purpose of a security policy is to control how subjects access to objects. In this sec-
tion, we assume the existence of a trusted reference monitor which is in charge of enforc-
ing the security policy. We also consider that when a subject wants to perform an action
on an object, this subject must first send a request to this reference monitor.

The objective of this section is to define the security requirements to be enforced
by this reference monitor. We first introduce the following built-in predicdteguest,
Accept andViolation:

e Request, Accept, Deny andViolation are predicates over domaifsx A x O
If sis a subjectp an action and an object, themRequest(s, «, 0) means that is
requesting to perform action on objecto, Accept(s, «, 0) means that this request
is acceptedDeny(s, a, 0) means that this request is denied dniblation(s, a, 0)
means that the security policy is violated.

Using these predicates, we define the following security requirements:

e Close policy requirement: A request must be accepted only if it is permitted by the
policy:

Vs € S,Yo € O,Va € A,

Request(s, a, 0) A Is_permitted(s, a,0) — Accept(s, a,0)

If it is not possible to explicitly derivelccept(s, a, 0) thenDeny(s, a, o) is implicitly

derived.

e Open policy requirement: A request must be denied only if it is prohibited by the
policy:

Vs € S,Yo € O,Va € A,

Request(s, a, 0) A Is_prohibited(s, a, 0) — Deny(s, a, 0)

If it is not possible to explicitly derivdeny(s, «, o) then Accept(s, a, o) is implicitly

derived.

e Obligation requirement: The policy is violated when a subject does not request an
access when it is obliged to do so:

Vs € S,Yo € O,Va € A,

Is_obliged(s, a,0) A ~Request(s, a, 0) — Violation(s, «, 0)

When implementing the reference monitor, only one of ¢hese or opensecurity
requirement must be implemented. This is an administrative decision to choose between
one of these two requirements.

Regarding the obligation requirement, it should be part of the security policy to specify
what happens when a violation occurs. This generally corresponds to the activation of
new security rules when such a violation occurs. Notice also that, in the above obligation
requirement, we consider that a subject muoshediatelyrequest an access when it is
obliged to do so. In a more realistic setting, a subject may have some delay to request for
an access before a violation occurs. See the Nomad model that shows how to specify and
manage obligations associated with delays [18].
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2.11 Summary

There are several ways to specify a security policy. A first way consists in explicitly
enumerating a set of facts specifying the privileges (permissions, prohibitions, obligations
and dispensations) of subjects to perform actions on objects. However, this approach is
very difficult to manage. A second way is to specify a set of logical rules specifying the
conditions that must be satisfied to derive that subjects are permitted, prohibited, obliged
or dispensed to perform actions on objects. However, specifying this set of security rules
is a complex and error prone task.

The OrBAC model suggests an hybrid approach summarized in figure 1. The abstract
security policy is specified by enumerating a set of facts corresponding to privileges.
However, these privileges do not concern subject, action and object but role, activity and
view. Thus the reference module includes three components respectively called Role en-
ablement, Activity enablement and View enablement that manage explicit instances (cor-
responding to facts) or implicit instances (derived from role, activity or view definitions)
of predicatesEmpower, Consider andUse. As further explained in section 4, these
three enablement components are based on the bottom-up evaluation strategy of Datalog.
The reference monitor includes functionalities to enforce global constraints and manage
conflicts. As mentioned in section 2.9, conflicts are managed at the abstract level so that
we can guarantee that no conflict can occur at the concrete level. The reference moni-
tor also includes a decision module that enforces the close (or open) policy requirement
and the obligation requirement as defined in section 2.10. This decision module takes re-
quest as inputs and providascept denyor violation as outputs. To make its decision,
the decision module requests the derivation module that applies the four general deriva-
tion rules shown in section 2.8 to derive what actions subjects are concretely permitted,
prohibited, obliged or dispensed to perform on objects. When the decision depends on



some contextual conditions, the derivation module asks the context evaluation module for
evaluation of the context associated with the abstract security rules. As explained in sec-
tion 4, derivation and context evaluation modules are no longer based on the bottom-up
evaluation strategy of Datalog but use a top-bottom strategy.

Notice that in [34], it is suggested to define hierarchies over roles but also organiza-
tions, activities and views, and to associate permission inheritance with these different
hierarchies. This is modelled as follows:

e Sub_role, is a relation over domain@rg x R x R.
If org is an organization, angy andr. are roles, therbub_role(org,r1,r2) means
that, in organizatiomrg, roler; is a sub-role (also called senior role) of rele
Permissions, prohibitions, obligations and dispensations are inherited through the role
hierarchy. For instance, inheritance of permissions is modelled by the following rule:
Yorg € Org,Vry € R,Vro € R,Yv € V,Va € A,Vec €,
Permission(org, ra, a,v, )\
Sub_role(org,r1,72)

— Permission(org,r1,a,v,c)

e Sub_view and Sub_activity are similarly defined as relations over domainsg x
Y x VandOrg x A x A.

e Sub_organization is a relation over domain8rg x Oryg.

How to manage inheritance of privileges through these different hierarchies is further
explained in [17].

3. Contextin OrBAC

3.1 Taxonomy of contexts

As we have just seen, we use contexts to express different types of extra conditions that
control activation of rules specified in the security policy. In this section, we investigate
the following contexts (see figure 2) and show how we model them in OrBAC:

e theTemporal contexthat depends on the time at which the subject is requesting for an
access to the system,

¢ the Spatial contexthat depends on the subject location,

e theUser-declared contexthat depends on the subject objective (or purpose),

e thePrerequisite contexhat depends on characteristics that join the subject, the action
and the object.

¢ the Provisional contexthat depends on previous actions the subject has performed in
the system.

As suggested in figure 1, we also assume that each organization manages some informa-
tion system that stores and manages different types of information. To control context
activation, this information system must provide the information required to check that
conditions associated with the context definition are satisfied or not. The following list
gives the kind of information related to the contexts we have just mentioned:

¢ A global clockto check the temporal context,



¢ thesubject environmerand thesoftware and hardware architectute check the spa-
tial context,
e thesubject purposéo check the user-declared context,
¢ thesystem databade check the prerequisite context,
e anhistoryof the action carried out, to check the provisional context.
Figure 2 presents the correspondence between the contexts and the required data. If the
information system does not provide some information in this list, then obviously the
corresponding context cannot be managed by the access control policy.

Context

Temporal Spatial User-dleclared Prerequisite Provisional
Context Context Context Context Context

Global clock

Hardware and software
architecture

Figure 2: Context taxonomy and required data

System database

INFORMATION SYSTEM

Notice that in our approach, a context actually corresponds to a condition that joins a
subject, an object and an action. However, one or several of these parameters may be
optional. This means that we can, for instance, consider constraints that only apply to a
subject, an object or an action. In this case, the constraint may be modelled by respectively
defining “contextual” roles, activities or views. For instance, if we have a permission that
applies to role physician in the temporal context “night”, we can consider a contextual role
“night physician”. This approach has been suggested several times before in the literature
(see [33] for example). However, in the general case, we argue that this approach leads to
quite artificial roles (see section 5.2 for a more detailed discussion). Moreover, it does not
applies when the constraint joins several parameters, for instance a subject and an object
as for instance thdttending_physician context presented in section 2.5.

3.2 Temporal context

Principle

With temporal contexts, it should be possible to express that a given action made by a
given user on a given object is authorized only at a given time, after or before a given

time, or during a given time interval. The temporal conditions can correspond to a day of

the week, or to a time of the day, etc. For instance, a physician within an hospital may be



allowed to access the medical record server only during the working hours, that is between
8:00AM and 19:00PM for example.

To validate a given query for an access, it is necessary to be able to evaluate the current
time. Thus, we assume that the information system has a trusted clock, and that this clock
can be queried at any time by the reference monitor to assess the temporal context of the
guery. We consider the entity clock as an object caflédbal_clock.

We associate the following attributes & obal_clock: Time, Day, Week, Month,

Year. The corresponding predicates make it possible to obtain the current time, the cur-
rent day, the current week, etc.

This is not the purpose of this section to define a complete set of predicates to be
used to manage time but the interested reader can have a look at [38] for an extensive
discussion.

Instead, our objective in this section is to show how various temporal contexts can
be defined using these predicates. The general principle to build temporal contexts is to
define functions that applies to the gefof times and return a temporal context. In the
following sub-section, we give several examples to illustrate this principle.

However, notice that the semantics of a temporal context assessment may be subtle. For
instance, let us consider a functioimeinterval(t1,t2). Usually, this function is eval-
uated using the system local clock. However, if the security policy needs to synchronize
the timing across several specified points, an external timing source is necessary. Thus,
as the semantics may differ from one environment to another with respect to the security
requirements, to the access requestor and the requested organization, several supports to
the temporal context assessment may be required (see [38] for further details).

Basic temporal contexts
We can first define two functiorig fore_time anda fter_time that applies to the sét
and return a temporal context defined as follows:
e Yorg € Org,Vs € S,Ya € A,Noc OVt € T,Vt' € T,
Hold(org, s,a, 0, after_time(t)) «— (Time(Global_clock,t') Nt > t)
e Yorg € Org,Vs € S,Ya € A,Noe OVt e T,Vt' € T,
Hold(org, s, a,o0,before_time(t)) — (Time(Global clock,t') Nt' < t)
We can similarly define two functiorig fore_date anda fter_date that apply to the set
of Date and return a temporal context. We also consider a funetioday that applies
to the set ofDay and return a temporal context defined as follows:
e Yorg € Org,Vs € S,Ya € A,Yo € O,Vd € Day,
Hold(org, s, a,0,on_day(d)) < Day(Global_clock, d)
Composed temporal context
Using the basic temporal contexts, we can define more complex temporal contexts using
the context algebra, for instance:
e night = after_time(23 : 00) @ before_time(8 : 00)
e weekend = on_day(saturday) ® on_day(sunday)
o working_-hours = after_time(08 : 00) & be fore_time(19 : 00) & weekend
Notice that context definition actually depends on the organization. For instance, in
an organization where employees works on Saturday but not on Monday, context
working_hours would be defined as follows:



o working_hours = after_time(08 : 00) & be fore_time(19 : 00)

& on_day(sunday) & on_day(monday)
Examples of permissions using temporal context
Let us consider the following rule: “In hospitél 1, a physician is permitted to consult
the medical record databasecd_db during working hours”. This is expressed by the
following fact:

e Permission(H1, physician, consult, med_db, working_hours)

Let us now assume that the raterdiologist is also permitted to consuthed_db on
Sunday. This is expressed by the following fact:

e Permission(H1, cardiologist, consult, med_db,
working_hours & on_day(sunday))

If we assume thatardiologist is a senior role ophysician, it would be actually suf-
ficient to specify thatardiologist is permitted to consultned_db on Sunday, since the
permission in temporal contextorking_hours will be inherited fromphysician.

3.3 Spatial context

Principle

Knowing the location from where the user makes the request can be useful to specify the
access control policy. For example an hospital manager may be granted the right to read
all employees’ payrolls. But she must read those payrolls in a secure area, for example
in her own office. It thus reduces the possibility of curious employees being able to read
their colleague’s payrolls over the manager’s shoulder. Spatial context is used to express
this kind of condition.

We can distinguish two different types of spatial context. The physical spatial context
and the logical spatial context. The first one corresponds to the physical location of the
user, namely his or her office, a security area, a specific building, the country, etc. The
logical spatial context corresponds to the “logical location” he or she stands in. For exam-
ple, it can be the computer, the network or the sub-network, the cell in the case of radio
communication such as in UMTS, etc.

In some cases, physical and logical spatial contexts are highly correlated. The network
IP address from which a user is connected probably corresponds to a specific physical
place such as a department area. Note that due to the expanding use of Global Position
System (GPS) tools, it could be possible to locate a user or a terminal independently of
the network.

If an organization allows its employees the use of Mobile IP, it is necessary to take
into account from which network a request is emitted. A user will generally get less per-
missions if he or she is connected from a customer’s office. Moreover the development of
wireless technologies such as Wi-Fi motivates this work. The security policy must make
it possible to take into account the fact that a user is connected through a wire network, a
wireless network, or on which Wi-Fi access point he or she is attached.

In the remainder of this section, we shall first present how to respectively specify
physical and logical spatial contexts. We shall then give examples of how these contexts
may be used when specifying a security policy.



Physical spatial contexts
As suggested by the Open GIS Consortium [12], we first assume the existence 8ta set
of spatial objects (also called spatial features in [12]). Examples of spatial objects may be
Rennes, France or the Offi@32 in the hospital H1. Notice that a physical organization
such as the hospital H1 can belong to thess@t

We assume that spatial objects are associated with location functions so that it is pos-
sible to determine if a given subject is located in the area of a given spatial object. For this
purpose, we introduce the OrBAC built-in predicdtelocated:

e [s_ located is a predicate over domaiiidrg x S x SO
If org is an organization,s is a subject andso is a spatial object, then
Is_located(org, s, so) means that the location functions used in organizatieg<an
determine that subjeetis located in the area of spatial objeet
Notice that the truth of thds_located predicate depends on the organization. This
means that a given organization may be able to determine that some subject is located in
the area of some spatial object which may not be the case for another organization.
We then define a functiotvcation that applies to the sefO of spatial objects and
return a physical spatial context defined as follows:
e Yorg € Org,Vs € S,Va € A,Yo € O,Vso € SO,
Hold(org, s, «, 0,location(so)) < Is_located(org, s, s0)
This rule says that a given subject is performing a given action on a given object in the
contextlocation(so) if this subject is located in the area of spatial subject

In OrBAC, spatial objects as other objects are grouped into views. For instance, the fact
Use(H1,0f fice232,0f fice) means that the organizatidil uses the spatial object
Of fice232 in view O f fice. We say that a view is a spatial view if it contains spatial
objects and we denotgV the set of spatial views.

We can then generalize the function location so that it also applies to tif8/sef
spatial views and return a physical spatial context. This physical spatial context is defined
as follows:

e Yorg € Org,Vs € S,;Va € A,Yo € O,Vsv € SV,Vso € SO,

Hold(org, s, o, 0,location(sv)) «— (Use(org, so, sv) A Is_located(org, s, so))

This rule says that a given subject is performing a given action on a given object in the

contextlocation(sv) (Wheresv is a spatial view for instanc® f fice) if this subject

is located in the area of some spatial subjecindso is used in the spatial vieww.

It is also possible to define more “customized” contexts, for instance, the context
personal_of fice may be defined as follows:

e Yorg € Org,Vs € S,Ya € A,Yo € O,Vpo € SO,

Hold(org, s, a, 0, personal_of fice) «—

(Personal_of fice(org, s,po) A Is_located(org, s, po))

In this rule, we consider thdtersonal_of fice(org, s, po) is an application dependent
predicate that says that, in organizatiom, the spatial objecto is the personal office of
subjects. So the rule says that a given subject is performing an action on an object in the
contextpersonal_of fice if this subject is located in his or her personal office.

Notice that the evaluation of contex¢rsonal_of fice requires a query to the system



database to evaluate the predicB@ sonal_of fice(org, s, po). So this context is actu-
ally an hybrid context, that is a combination of a physical spatial context and a prerequisite
context (see section 3.5 below).
Logical spatial contexts
The logical spatial contexts depend on the characteristics of the network and computer
infrastructure of the organization. The logical location of a subject depends on some of
these characteristics such as on which host this subject is logged, to which subnetwork
this host is connected, how this host is connected to the subnetwork, etc. We can also
define the logical location of the object to be accessed by determining on which host this
object is stored.

As suggested for instance in [46], it is possible to define a set of predicates to model
the network and computer characteristics. For this purpose, we need:

e Predicates to determine the logical location of the subject, for exafplén(s, h)
(subjects is logged on host),

¢ Predicates to determine the logical location of the object, for exasialeage(o, h)
(objecto is stored on host),

e Predicates to model the network infrastructure, for exanipleation_zone(h, net)
(hosth is connected to the networlet), Host_os(h, os) (hosth is running operating
systenos),

e Predicates to model the security of communication channels, for example
Authenticated(ch, ac) (authentication methodc has been successfully used during
the initialization of channeth), Encryption(ch, en) (encryption methodn is used
for channekh),

¢ Predicates to model application security, for examfpelication(org, o, t) (organi-
zationorg has assigned trust leveto the actior).

To illustrate how these predicates may be used, let us consider a cofighay has
a secured ared A in which specific security requirements are enforced. For example,
there is no possibility of optical eavesdropping [36]4 corresponds to the name of a
specific subnetwork. Users are allowed to consult certain documents on their laptop only
in this area. If a given subnetwork address is allocated in this area, then the IP address
of the terminal that is making a request is enough to locate it. Thus, using the above
definedLogin and Location_zone predicates, the logical contekt_secured_area can
be defined as follows:

e Vs € S,Va € A,Vo € O,Vhost € O,
Hold(C, s, o, 0,in_secured_area) «—
Login(s, host) A Location_zone(host, S A)

A similar idea can be used in the case of Mobile IP. In this case, the local agent must
manage the network where the mobile hosts are.

Let us consider another example. In a wireless network, some user is allowed to ac-
cess a specific ressource from everywhere but only with his or her own laptop. The at-
tribute booleamost_M AC is allocated to the entity user that indicates if the MAC ad-
dress of the packet received is really the MAC address of the user’s laptop. The context
on_personal_laptop is then defined as follows:



e Vs S Vae A Vo€ O,
Hold(C, s,a, 0, on_personal laptop) — host_M AC(s)

Notice that specific security mechanisms must be implemented to prevent a malicious user
to bypass access control requirements by forging his or her own packets, and choosing the
appropriate IP address or MAC address. This is not our objective to discuss such security
issues in this paper.

However, these two examples only correspond to specific logical spatial contexts de-
fined by some given organization. Using the above predicates and as suggested in [46], it
would be more interesting to define generic contexts that specify a trust level associated
with the execution of some action by a given subject on a given role. Thiig; i§ a set
of trust level then, we could define a set of contexitsst_level (1) for eachl € T'L.

Defining these kind of contexts would be very useful, especially when several systems
having different security policies have to inter-operate. To be effective, this approach must
be based on an ontology to formally define the set of predicates to be used and a risk
analysis to fix the definition of the-ust_level contexts. This issue clearly requires further
work that goes beyond the scope of this paper.

Example of permissions using spatial contexts

Let us first consider the following rule: “In hospital 1, a physician located insid& 1
is permitted to consult the medical record database_db”. This is expressed by the
following fact:

o Permission(H1, physician, consult, med_db, location(H1))

Notice here that the organizatidi1 is used as a spatial object to define a physical
spatial context.

Let us then assume that “a physician located outéideis permitted to consult the
medical record ofned_db but only on his or her personal laptop”. This is modelled as
follows:

e Permission(H1, physician, consult, med_db,
location(H1) & on_personal laptop)

Here we have used a conjunctive context between a (negative) physical spatial context
and a logical spatial context.

As a third rule “a hospital manager is permitted to consult payroll if he or she is located
in his or her office or in a secure area”:

e Permission(H1, manager, consult, payroll,
in_personal_of fice ® in_secure_area)

Finally, “a nurse is permitted to consult the prescription if he our she is located in a
hospital service”:

e Permission(H1,nurse, consult, prescription, location(hosp_service))

In this last exemple, we used a spatial vikvsp_service to define a physical spatial
context. For example, ifervice_12 is a service of hospitaH 1, then a nurse will be
permitted to consult the nurse record when locategbinvice_12.



3.4 User-declared context

Principle

In some circumstances, a subject according to the role he or she is empowered in the or-
ganization may be allowed to declare that he or she performs some activities in a given

context. When declaring a context, a subject will obtain some specific permissions and

possibly also some obligations or prohibitions. For instance, a subject empowered in the

role medical researcher may be permitted to declare that he or she is performing an epi-
demiological analysis. By doing so, this subject will get the permission to have an access

to some statistical database.

In our approach, user declared contexts are modelled as follows. Declaring a context
actually corresponds to creating a special object called purpose object and inserting this
object in a view calledPurpose (if this insertion is permitted by the policy). Thus we
first consider a set of purpose objects dendt&d Purpose objects are used to describe
the user-declared context activated by some subject. Purpose objects have two attributes
Recipient and Declared_purpose defined as follows.

e Recipient is a predicate over domairf30 x S
If po is a purpose object belonging 80 ands is a subject, thetRecipient(po, s)
means that is the subject who takes advantage of the declared pugpose

e Declared_purpose is a predicate over domaii30 x PV
Here, we assume the existence of a set of purpose values ddnteBxamples of
purpose values amdedicalreseachEpidemiologyHemophilig Cancer etc.
Thus, if po is a purpose object andpv is a purpose value then
Declared_purpose(po, pv) means thatpv is the purpose value associated with
the declared purpoge.

We then define a functionser_declared that applies to the sé®V of purpose values
and return a user declared context defined as follows:

e Yorg € Org,Vs € S,Va € A,Yo € O,Vpo € PO,Vpv € PV,

Hold(org, s, a, o, user_declared(pv)) «—

Use(org, po, Purpose) A\

Recipient(po, s) A Declared_purpose(po, pv)
that is, in organizationrg, subjects performs actiorx on objecto in the user declared
contextuser_declared(pv) if there is a purpose objegb used in viewPurpose by
organizatiororg such thats is the recipient associated witlo andpw is the declared
purpose associated witlo.

Notice that it is possible to consider sub-views of vi&arpose. In particular, we
consider that each purpose vapuen PV is also a sub-view aPurpose that corresponds

to restriction of the viewPurpose on the declared purpose valpe*. This is defined by
the following view definition:

e Yorg € Org,Vpo € PO,Vpv € PV,

*This corresponds to a classical abuse of notation in the object-oriented approach. For instance, let us consider a
classEmployee having an attributédzmployment. Then we can define a sub-cla8agineer of Employee
that groups employees whose attribute valueHatiployment is equal toEngineer.



Use(org, po,pv) «—

Use(org, po, Purpose) A Declared_purpose(po, pv)

We can also consider that sub-views of viéwrpose may be associated with some
specific attributes (see below for examples).

The access control policy then specifies that some roles are permitted to insert some
objects in the viewPurpose or in a sub-view of the viewPurpose. This last case is
useful to specify, for example, that a medical researcher is permitted to declare the epi-
demiological analysis purpose but not another purpose.

By inserting an object in the viewPurpose, a subject will declare that another sub-
ject will perform some activity in a given context. Notice that in our model, there are
two subjects involved in the process of context declaration: the subject who is declaring
the context (the declarant) and the subject who takes advantage of this declaration (the
recipient). The policy can specify that these two subjects must be identical. For instance,
in the above example, the medical researcher may be only permitted to declare a context
that applies to himself or herself. However, it is also possible that the policy specifies that
these two subjects may be different, provided that these subjects satisfy some constraints.
For instance, a medical researcher may be permitted to declare that his or her assistant will
perform some activity in some given context. In this case, the subjects are different but the
declarant must be a medical researcher and the recipient must be the medical researcher’s
assistant.

In our approach, we use other contexts, generally prerequisite contexts, to model this
kind of constraints that associates the declarant and the recipient. In the next sub-section,
we define thePersonal_purpose context (to specify that the declarant must be equal to
the recipient) and thd ssistant_purpose context (to specify that the recipient must be a
declarant’s assistant).

To sum up, the definition of a user-declared context has two steps:

1. Specification of roles who are permitted to declare some given purpose.

2. Specification of roles that are permitted to perform some activities in the associated
user-declared context.

We illustrate these two steps in the following sub-section. Notice also that activation of a

user-declared context is often associated with provisional obligation (see section 3.6).

Example of user-declared context

Let us illustrate these two steps through the following two examples:

e Rule 1: In hospitaF 1, a user empowered in the role “medical researcher” is permitted

to declare the context “epidemiological analysis” for himself or herself. In this context,

this user is permitted to have an access to some statistical database.

e Rule 2: In hospitalH 2, a user empowered in the role “medical researcher” is permitted

to declare the context “medical research” for one of his or her assistant. In this context,

this assistant is permitted to have an access to some research database.

First step: Regarding Rule 1, we specify that subjects empowered in role
Medical researcher are permitted to declare the purpaBgidemiology that applies
to themselves:
o Permission(H1, Medical researcher,declare,
Epidemiology, Personal_purpose)



In this Permission, declare is an activity andPersonal_purpose is a context defined
as follows:
e Yorg,Vs € S,Va € A,Vpo € PO,
Hold(org, s, a, po, Personal_purpose) <
Use(org, po, Purpose) A Recipient(po, s)
that is a subject is in contextPersonal_purpose if there is a purpose objepb having
s as arecipient.

Regarding Rule 2, we specify that subjects empowered in¥bidical_researcher
are permitted to declare the purpakkedical_research that applies to one of their as-
sistants:

o Permission(H1, Medical researcher,declare,
Medical_research, Assistant_purpose)
whereAssistant_purpose is a context defined as follows:
e Yorg,Vs € S,Vs' € S,Va € A,Vpo € PO,
Hold(org, s, a, po, Assistant_purpose) «
Use(org, po, Purpose) A
Recipient(po, s') N\ Assistant(s, s)
that is a subject is in contextAssitant_purpose if there is a purpose objepb having
s’ as a recipient wherg' is an assistant of (represented by the application dependent
predicatedssistant(s, s')).
Second step: Regarding Rule 1, we specify that subjects empowered in the
role Medical _researcher are permitted to consult objects belonging to view
Statistic_database in the user-declared contekipidemiology:
o Permission(H1, Medical researcher, consult,
Statistic_database, user_declared(Epidemiology))

Regarding Rule 2, we specify that subjects empowered in théfel&cal _assistant
are permitted to consult objects belonging to vidkseach_database in the user-
declared context! edical _research:

e Permission(H1, Medical _assistant, consult,

Reseach_database, user _declared(M edical research))
Urgency as a user-declared context
Managing urgency is an important requirement of medical applications. However, it is a
complex problem to characterize the conditions that, when satisfied, activate the urgency
context. Actually, we argue that it would not be possible to give an exhaustive specification
of such conditions. And even though this would be possible, it would be quite difficult for
the information system to automatically check that one of these conditions is satisfied
because most of them actually depend on the physician’s judgement.

This is why we suggest modelling urgency as a user-declared context. Thus, we
first define a purpose valuErgent_consultation and we associate it with a view
Urgent_consultation which is a sub-view of viewPurpose. By inserting an object in
this view, a physician is allowed to declare that he or she is consulting a given patient in
urgency.

View Urgent_consultation has three attributes:Recipient (inherited from



view Purpose), Declared_purpose (also inherited from viewPurpose and in-
stantiated to the purpose valu&rgent_consultation) and a third attribute
Admitted_patient. If po is a purpose object belonging to vidrgent_consultation,
then Admitted_patient(po, patient) represents the name of the patient admitted in ur-
gency.
First step: We specify that physicians are permitted to declare that they are consulting a
patient in urgency:
e Permission(H1, Physician, declare,

Urgent_consultation, Personal purpose)

Second stepWe specify the permission that applies to a physician in the user-declared
context ofUrgent_consultation. For instance, we can consider that a physician is per-
mitted to consult the patient’s medical record:

e Permission(H1, Physician, consult,
Medical_record, user_declared(Urgent_consultation))

However, this is probably not what we want because in this case, when declaring the
contextUrgent_consultation, a physician would get an accesseteerymedical record.
We may prefer to further restrict this last permission so that a physician will only get an
access to the medical record of a patient admitted in urgency by this physician. In this
case, we have to “customize” the user-declared coritextent_consultation. This is
done by considering the conteitrgency defined as follows:

e Vs e S Va e A, Vo € O,¥po € PO,Vpatient € S,
Hold(H1, s, a,0,Urgency) «—
Use(H1, po, Urgent_consultation)
Recipient(po, s)A
Admitted_patient(po, patient) A
Name_patient(o, patient)

that is, in the organizatioi/ 1, subjects performs actiomy on objecto in the context
Urgency if there is a purpose objegb in view Urgent_consultation for a recipient
whose name is and for an admitted patient whose nameidgient ando is an object
related to this patient admitted in urgency (represented by the application dependent pred-
icate Name_patient(o, patient)).

We can now specify that a physician is permitted to consult the medical record of a
patient admitted in urgency by this physician:

e Permission(H1, Physician, consult, M edical _record, Urgency)

3.5 Prerequisite context

Principle

In many cases, a permission (or an obligation or a prohibition) is granted to a subject, but
only if some specific conditions are satisfied. For instance, let us turn back to the example
presented in section 2.8. This example says that a physician is permitted to consult the
patient’s medical record. However, a specific condition must be satisfied, that is this record
corresponds to the physician’s patient. This condition is modelled by a context called
Attending_physician.



We assume that the information required to check this context, namely the set of pa-
tients attended by each physician, is stored inteirstem databas@hus, the evaluation
of such a context is done by querying the database. This kind of contexts arepraHled
requisite context

Examples of prerequisite context
We already give in the previous sections examples of context that involve in their de-
finition prerequisite conditions: the conteRersonal_of fice (see section 3.3) or the
contextsPersonal_purpose, Assistant_purpose or Urgency (see section 3.4).

Let us consider another example: “In hospitél, a nurse is granted the permission to
consult a medical record in the context where the physician of the corresponding patient
is absent”. This corresponds to the following permission:

e Permission(H1, Nurse, consult, Medical_record, Absent_physician)
where the prerequisite contetbsent_physician is expressed as follows:
e Vs e S Vae ANVoe 0,Vs' € S, Vpatient € S,
Hold(H1, s, a, 0, Absent_physician) «—
Use(H1, 0, Medical record)
Name_patient(o, patient)\
Empower(H1, s, physician)A
Patient(s', patient) A\
Status(s', Absent)
that is subject performs actiore on objecto in contextAbsent_physician if ois a
medical record of some patiepttient and the physiciar’ of this patient is absent
(represented by the application-dependent predi§ateus(s’, Absent)).

Notice that we decide to define the conteMisent_physician as a prerequisite con-
text, that is it is evaluated by querying the database to check if the physician of a given
patient is absent. This will be possible if the database actually stores such information.

If this is not the case, then another possibility would be to define the context
Absent_physician as a user-declared context. For instance, the nurse may be permit-
ted to declare this context for a given patient. Of course, the two policies will not be
identical since, in this second case, the nurse will be responsible for declaring the context
Absent_physician.

This means that the fact that a given context will be defined as a prerequisite context
or as a user-declared context strongly depends on the data stored in the system database.

3.6 Provisional context

Principle
The notion of provisionabbligationwas first introduced in [35, 30]. A provisional oblig-
ation is an obligation to perform some action that applies when some subject performs
another action, generally in a given context (typically when the context is user-declared).
In this case, the provisional obligation is automatically triggered as a counterpart of the
action performed by the subject.

We suggest modelling this notion using another type of context caltedisional
context. For this purpose, we shall first assume that each organization manages a log



file, that stores data about previous actions done by subjects in this organization. This is
modelled by a view called.og.

Obijects belonging to view.og correspond to entries in the log files. These objects have
five attributes:Log_actor, Log_action, Log_target, Log_date, and Log_context. If [ is
a log file entry, then these attributes respectively represents the subfeat actor(l, s))
who is performing an action (Log_action(l, a))) on an objecb (Log_target(l,0)) at a
given datel (Log-date(l, d)) in a contextc (Log_context(l, c)).

The reference monitor is responsible for inserting entries in the log file. When a re-
guest is accepted by the reference monitor, then this monitor will register in the log file the
requested subject, action and object and the corresponding date of the request. The reg-
istered context corresponds to the security rules that were applied to accept the request.
Since there may be several such security rules, this means that several associated contexts
may be actually registered in the log entry.

Example of provisional context
To illustrate the approach, let us show how to model the following rule: “In the hospi-
tal H1, if a physician consults a given patient's medical record in a context of urgency,
then this physician has a provisional obligation to send a medical report to the attending
physician of this patient”.

To model this rule, we first define a provisional context calle@ent_consultation
as follows:

e Vse S Vae A Voe O,Vle O,Va € A,

Hold(H1, s, a, o0, Urgent_consultation) «—
Use(H1,1, Log) A Log_actor(l, s)A
Log_action(l,a’) A Consider(H1,a/, consult)A
Log_context(l, Urgency)

that is, in H1, subjects performs actiona on object o in provisional context
Urgent_consultation if an entry! was logged in viewLog with (1) subjects as an
actor, (2) an action’ that is considered ensult activity and (3) a context dffrgency.

We then define a view edical _report having three attributesdddressee (the sub-
jectwho is supposed to receive the repai)yme_patient (the patient’s name concerned
by the report) and’ontent (the content of this medical report). Based on this view, we
define a viewM ed_report_to_attending_physician which corresponds to the following
view definition:

e Vrep € O,Vpatient € S,Vs € S,
Use(H1,rep, Med_report_to_attending_physician) «—
Use(H1,rep, Medical_report) A Name_patient(rep, patient) A\
Addessee(rep, s) A\ Patient(s, patient)

Using this provisional context and this view, we can then specify that a physician has a
provisional obligation to send a medical report to the attending physician of this patient:
e Obligation(H1, Physician, send,

Med_report_to_attending_physician, Urgent_consultation)



Other applications of provisional context

In [35], the authors consider two different types of provisional obligation: obligations that
are triggeredafter executing a given action (see the example in the previous section) and
obligation that must be fulfilletbeforeexecuting a given action.

Let us call “before obligation” the second type of provisional obligation and let us
assume that a before obligation must be fulfilled before a permissign is granted. In
our approach, before obligatian is actually modelled as permission If a given user
performs the action corresponding to this permission, then a given provisional context is
activated. In this provisional context, the (provisional) permisgiowill be granted.

The advantage of this approach is that we only need to check (past) historical data to
define provisional context. Notice also that a permission may be viewed as provisional
(and not only an obligation). We are currently applying this notion of provisional per-
mission toworkflow access control. This will be useful to model that, in a workflow,
permissions are granted as the user advances in a given task.

4. Decidability and complexity

The OrBAC model is based on first order logic. The main drawback of full first order
logic is that it leads to undecidable theory. Thus, we have to restrict the regulated system
definition to obtain a decidable and tractable theory. One way to proceed is to consider
that a regulated system corresponds to a Datalog program [45]. Datalog programs do not
allow the use of functional terms. Furthermore, Datalog programs must only include both
defined and safe rules. A rule is defined if every variable that appears in the conclusion
also appears in the premise. A rule is safe if it only provides means to derive a finite set
of new facts.

In a pure Datalog program, rules do not contain any negative literal. Pure Datalog
guarantees that any access control policy will be decidable in polynomial time. However
pure Datalog expressivity is very restricted.

In Datalog", the negation restriction is relaxed. Negative literals are allowed but rules
must be stratified. Stratifying a Datalog program consists in ordering rules so that if a
rule contains a negative literal then the rule that defines this literal is computed first. A
stratified Datalog program is computable in polynomial time.

We actually assume that the definition of security policies using the OrBAC model
obeys the Datalogrestriction except the definition of contexts through fileld predi-
cate.

More precisely, the security rules correspond to ground close facts specified using the
Permission, Obligation, Prohibition and Dispensiation predicates. Regarding the
specifications of predicate8mpower, Use and Consider, we also consider that they
correspond to facts or to rules (corresponding to role, view or activity definitions) that
respect the Datalogrestrictions. We also assume that tHeld predicate is not used in
the premises of these rules.

By contrast, we cannot assume that the definition of contexts corresponds to Datalog
rules for the following reasons:

e These rules contain functional terms. In particular, the context algebra presented in



section 2.6 may be used to derive infinite functional terms by iteratively applying the
functions&, ® and™to build more complex contexts.

e These rules are not always safe. For instance, temporal context definitions such as
after_time(t) may derive an infinite set of new facts when tims not fixed.

e These rules are not always defined. For instance, in temporal context definitions, sub-
jects, actions and objects are respectively universally quantified over tlS¢ dednd
O but are not further constrained in the premises of the rule. This may lead to evaluate
large cartesian products which is not efficient.

To solve these problems, our proposal is the following.

We first restrict the theory so that we do not attempt to evaluate any contexts but only
relevantcontexts. A context is relevant if it appears in the definition of a security rule. As
a consequence, a relevant context is always of finite size and since the rules of section 2.6
for the context algebra converge to the evaluation of smaller size contexts, the process of
relevantcontext evaluation terminates. This solved the first aforementioned problem.

A relevant context is always fully instantiated. For instance, we shall never attempt to
evaluates fter_time(t) wheret is a variable. This solve the second problem.

Finally, in Datalog, queries are pre-computed iteratively using a bottom-up strategy
until convergence to a fixed-point. As mentioned in [6], this would not be an acceptable
strategy when the queries depend on function calls over the environment, for example for
getting the current time to evaluate the temporal contexts. Thus, a top-down evaluation is
clearly more adapted to evaluate the relevant contexts. However, the usual top-down algo-
rithms based on SLD and used in Prolog does not guarantee termination even when a finite
fixed-point exists. By contrast the SLG algorithm preserves the termination [44]. This ap-
proach is far more efficient than the bottom-up method when we have fully instantiated
Hold predicates to evaluate. This will be generally the case when we have to decide that
a given access must be accepted or denied. This solves the third aforementioned problem.

To sum up, our approach is to pre-compute the evaluation afthgower, U se and
Consider predicates using a bottom-up strategy. This is possible since rules defining
these predicates respect the Datalogstrictions and do not include théold predicate.

Then, we complete the evaluation of queries using the top-down strategy as defined in the
SLG algorithm.

This hybrid strategy guarantees the decidability of query evaluation in the OrBAC

model and its termination in polynomial time.

5. Related work and discussion

5.1 Related work

Several approaches have been proposed to model context management in access control
and security policies. As we have seen earlier, the context makes it possible to express
different kinds of constraint.

In the RBAC family models [40], RBAgintroduces the notion of constraints that con-
trol user-role assignment, permission-role assignment and session-role assignment con-
straints. Thus, RBA@€makes it potentially possible to establish security rules that depend



on certain context information. Even though the constraints are not modelled in the initial
RBAC model, some work have been done to formalize them [2, 3].

Many existing works also attempt to extend the RBAC model to deal with access
control based on users’ location context [9, 13, 14, 15, 23, 27, 42, 46, 47] or temporal
context [8, 32, 33]. Most of these approaches suggest combining the concept of role with
spatial or temporal contextual conditions to obtain “contextual” roles.

Hence, [14] offers to broaden the role concept to the security requests environment.
In the generalized model [15], the environment context is specified through a new type
of role called theenvironment rolelt is thus possible to express the constraints which
are related to time intervals and trusted locations. Moreover the environment role hierar-
chy makes the contextual information management easier. In [27], the authors discuss the
identification of role with respect to location and assign the permissions in specific ses-
sions considering the role and location with emphasis on roles belonging to some organi-
zation. The GEO-RBAC model [9], which possibly is the most expressive location based
RBAC model, assumes that users can use a role only from a particular location, and the
role and its associated permissions are predefined for that location. In [46], a distributed
RBAC approach is presented which is basedagical location-dependant conditions.

An extensive set of predicates is defined to model the network and computer character-
istics and used to specify the scheduling of distributed on-line processes for automated
location-dependant negotiating procedures.

In [8], the authors propose another extension of the RBAC model, called Temporal
Role-Based Access Control (TRBAC). This work does not aim to express temporal con-
ditions over the time of the action corresponding to the security request but offer means
to activate roles periodically or thanks to a trigger. The TRBAC model is then refined
in GTRBAC [33] where temporal constraints and locations are separated with locations
being structured in physical, logical and hybrid location hierarchies.

The concept opurposewas also suggested in several privacy models for instance
the Privacy Model [22]. In order to enforce privacy, it should be checked whether the
purpose of the task, currently performed by the user who wants to access personal data,
corresponds to the purpose for which that personal data were obtained.

In several works related to context, the context corresponds to the ongoing activity
in which the permissions are requested. In this case, controlling the workflow makes it
possible to "filter” the privileges granted to users. [24, 25] provide a model based on
TMAC, called C-TMAC, in which users obtain permissions according to their role and
the team in which they are involved. A context which defines the time, the location, etc,
is associated to the team. These attributes are used to reduce permissions granted to each
role. This model is particularly adapted to collaborative environments.

Through C-TMAC, contexts are used to take into account the need-to-know require-
ment, and the notion of just-in-time permission activation. A great number of works such
as [29] are based on this idea.

The expression of a workflow environment through the context can also be considered
as a means to respond to the least privilege principle. The option of expressing contexts is
useful in the case of business and transaction activities. In such areas, the access control
decision depends on specific sequences of events [1, 5, 10, 11]. In [1], the Workflow



Authorization Model (WAM) is defined that is capable of specifying authorizations in
such a way that subjects gain access to required objects only during the execution of the
task. In [11], the authors describe a context-sensitive access control model in which the
rights are granted according to the actual task. The multiple tasks are defined in a global
process. The context is activated through reference to this process definition.

Contextual conditions are also useful to specify usage control policies as suggested
in the UCON maodel [39]. In this model, pre conditions are checked to grant the access
and on-going conditions are checked during the access. Moreover, it is also possible to
specify environmental conditions that do not depend on the subject which is requesting
the access, for instance temporal conditions. The taxonomy of contexts we suggest in this
paper may help in structuring the different conditions suggested in UCON.

If an access or usage control model must allow the expression of contexts, it is also im-
portant to be able to evaluate this context. [29] shows how to apply a context-dependent
access control mechanism on a commercial platform. Through the Antigone Condition
Framework (ACF), [37] provides means to specify, implement and evaluate the context
which is viewed as a set of external conditions. Evaluation of contextual conditions asso-
ciated with usage control requirements is discussed in [41].

5.2 Discussion

The different existing models make it possible to capture information related to time, or
to the user location, or to the team to which the user belong, or to the current workflow,
etc. Even though all these models are useful, they do not provide means to express a
large number of different contexts within a single framework. It was precisely one of our
objectives in this paper to define such an homogeneous unified framework.

Moreover, we argue that the notion of “contextual” role that was suggested in sev-
eral models generally corresponds to artificial roles and sometimes to misleading roles.
For instance, let us consider a ralegency physicianThis is a new role corresponding
to “special” physicians that work in a service of urgency. It is clear that such airele
gency physiciais distinct from a “standard” physician working in a context of urgency.

In particular, the permissions assigned to timigency physiciarre distinct from those
assigned to a standard physician (even if this standard physician is working in a context
of urgency). Moreover, anrgency physiciamloes not perform all his or her activities in

a context of urgency.

Thus, it is important to clearly separate the concepts of role and context. In our ap-
proach, a context is actually not attached to the role but to the security rules. Thus we can
assign, to the rolergency physiciansecurity rules that apply in contexts different from
the one of urgency (when the rolegency physiciardoes not perform an activity in a
context of urgency).

Our approach also clearly separates the concept of organization and the spatial context
of being located in an organization. Thus, there is a clear distinction between a subject
being empowered in a given role in a given organization (represented by the predicate
Empower) and a subject being located in a given organization (represented by the pred-
icate Is_located). We also separate the security rules defined by some organization and



that apply when a subject is located in the spatial context of the same or another organi-
zation (represented bycation(org)).

For example, let us consider two hospitéls and H2. It is then possible to consider
security rules defined in organizatidfil and in the spatial conte¥tcation(H1) (which
apply to subjects empowered in hospital when they are physically located in hospital
H1) or security rules defined in organizatiéhl and in the spatial contekcation(H2)

(which apply to subjects empowered in hospital when they are physically located in
hospital H2). Similarly, we can also consider other security rules defined in organization
H?2 and in the spatial contekbcation(H1) or location(H2).

By contrast, a “combined” role such &&l1_physician is ambiguous since it may be
interpreted as a “contextual” role (corresponding to physithaatedin hospital H1) or
an “organizational” role (corresponding to physicmpoweredn hospital H1).

We also introduce the concept w$er declareccontext to model that a user specifies
that he or she will perform some activities in a given purpose. The user declared con-
texts are also useful to model contexts that are difficult to describe using environmental
conditions such as th@&rgencycontext.

The last type of concept we consider in this paper isptlogisionalcontext. It is used
to model security rules whose activation depends on the history of previously actions
performed by the user. We present the basic principles to model this kind of context in
our formalism. We are currently refining this approach to define a model for workflow
security but this is out of the scope of our purpose to develop this aspect here.

This paper has presented a formalism to express the main types of context that are
useful to specify a security policy. We do not claim that this taxonomy is complete and
that other types of context could not be considered. In particular and as suggested in [21],
the concept ointrusioncontext can be introduced to specify security rules to be activated
as a response to an intrusion. The approach is based on an intrusion detection framework
that launches alerts when an attack is detected. As suggested in [21], the attack described
in the alert is mapped onto an intrusion context so that security rules associated with this
context is activated when this attack is detected.

6. Conclusion

In this paper, we present a model that includes an explicit expression of context and show
how to use it to specify dynamic and flexible access control rules. We suggest a taxon-
omy of different types of context and model them in the OrBAC model. Starting from
elementary contexts, we also define conjunctive, disjunctive and negative contexts.

To control activation of a given context, the information system must store different
data: temporal data to manage temporal context, user environment and system architecture
representation for spatial context, and application data stored in the information base to
define prerequisite context.

We also show that it is sometimes not possible to express all the possible conditions
required to activate some contexts. For instance, if we consider the medical context of
urgency there are many different possibilities so that it is actually impossible to provide
an exhaustive definition of such a context. In this case, we suggest defining the urgency



context as aiser-declareccontext: this is the responsibility of some authorized user to
declare that this context is activated.

Thus, to activate a user-declared context, the user must be authorized to declare some
objective (or purpose) of his or her activity. This is modelled by views, a given user-
declared context being activated by inserting a given object in this view.

Finally, we define provisional context. This is used to model permissions, obligations
or prohibitions that depend on previous actions performed by the user. To control acti-
vation of provisional context, the information system must store historical data of what
happens in the system. Information systems generally provide such historical data through
audit trail. Provisional obligation was already suggested in previous research work. Provi-
sional permission may be also useful to model situations where users obtain permissions
as their work proceeds. Similarly, provisional prohibition is another useful context to
model situations where the user’s previous activity leads to prohibition.

There were several other proposals to model contexts within an access control model
but this is the first time that all the different contexts are expressed within a unique ho-
mogeneous framework. We are currently further investigating the notion of provisional
context, in particular to model management of rights in workflow system. We are also
applying this model in the framework of relational database administration.
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